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Abstract

The most common problem of an overloaded
electronic-commerce server is an increase in the re-
sponse time perceived by customers, who may restart
their requests hoping to get a faster response, or sim-
ply abort them, giving up on the store. Both behaviors
generate “orphan” requests: although they were received
by the server, they should not be answered because their
requestors have already abandoned them. Orphan re-
quests waste system resources, since the server becomes
aware of their cancellation only when it tries to send a
response and finds out that the connection was closed.
In this paper we propose a new kernel service, the Con-
nection Sentry, which keeps track of requests being per-
formed and notify processes about an eventual cancella-
tion. Once notified, a process can interrupt the execu-
tion of the request, saving system resources and band-
width. We evaluated the gains by using our proposal in
a virtual bookstore, where we observed that the Connec-
tion Sentry reduced service latency by up to 31% and
increased the throughput by 27% in overloaded servers.

1 Introduction

Electronic commerce (e-commerce) servers often get
overloaded with customer requests, which leads to
noticeable increases in latency and to the degrada-
tion of the quality of the services provided. In both
cases, customers may get frustrated by the slow pro-
cess and give up on interacting with the store.
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The interaction of users with an e-commerce
server (a store) can be viewed as multiple user ses-
sions, each of which starts when a user issues a
first request and continues (through subsequent re-
quests) until that user leaves, either with or with-
out making a purchase. During each session users
interact with the store by issuing multiple requests
to locate desired products and get detailed infor-
mation about them. Most of the pages returned by
a server during a session are therefore dynamically
created in response to the user’s specific needs.

As the number of clients accessing a virtual
store increases, so does the server load, and that
leads to longer response times. When that happens
users tend to become impatient, taking one of two
lines of action [4]: they may just give up their ses-
sions and leave the site, or they may try to speed up
the process by stopping the transfer and trying to
restart it. The end effectmay be the client leaving
the site without a purchase.

Such restarting strategy has been studied in
the context of traditional web servers [4], in which
case it has been shown that restarting requests of-
ten is advantageous even if all customers employ it.
However, in the context of e-commerce sites, the
same argument is not valid. As we discuss in Sec-
tion 2, the architecture of e-commerce sites is com-
paratively more complex than that of traditional
web servers. Since most responses are dynamically
created, each request may require a significant share
of server resources to be fulfilled, and each reload in
fact starts a new operation, increasing the server’s
contention even further.



Current server architectures (which are built
using the sockets API [8]) have no provision to no-
tify a server when a client request becomes orphan
in this way.

In this paper we present an extension to the
sockets interface that allows a server to identify or-
phan sessions early and we explain how e-commerce
servers can be adapted to make use of this extended
interface to reduce their load. Section 3 describes
the new interface and Section 4 shows some results
of a virtual store using it. We discuss some related
work in Section 5 and present some conclusions and
future work in Section 6.

2 E-commerce sites

From the functional viewpoint, e-commerce sites
are usually organized into layers that perform
classes of services [7]. Typical services can be
grouped into the following categories:

Presentation: the front-end of the electronic
store. It is implemented by Web servers.

Business Logic: all application-related services.
It is usually called the application server.

Database services: it provides persistent and re-
liable storage for the site’s data.

The processing flow of a request in an e-
commerce site structured in such a way is illustrated
in Figure 1. A customer request arrives at the site
as an HTTP request, which is then handled by the
Web server. It may be a request for a static docu-
ment (e.g., an html page or an image) or to execute
an e-commerce function. In the latter case, the Web
server invokes a function of the e-commerce server
through a CGI-like script. The e-commerce server
performs the requested service and most of the time
needs to contact the database server.
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Figure 1: Flow of requests in an e-commerce site

It has been shown that in heavily loaded
e-commerce sites the database server becomes
the main bottleneck, followed by the application

server [7]. That is due to the large number of dy-
namic requests that require accesses to the store’s
persistent information.

In order to understand the problem of inter-
rupted client sessions we must first understand how
servers are implemented, how the information flows
from one module of the store to the others, and how
client behavior affects the operation of the servers.

/* For this, consider as a simplification */
/* that read and write calls do not return */
/* prematurely unless an error occurs.  */

{

int urllen, reslen, clisock, appserversock;
char urlbuf[MAXURL], reponsebuf[MAXRESPONSE];

/* Initialize sockets, accept new connection */
urllen = read( clisock, urlbuf, MAXURL );

/* In practice the url would be parsed here. */
write( appserversock, urlbuf, urllen );

/* Nothing to do until the reply arrives */
reslen=read( appsrvrsock,buf, MAXRESPONSE );

if ( write( clisock, buf, reslen )I=reslen ) {
/* Connection closed, client is gone */
}
}

Figure 2: Simplified HTTP server code

2.1 Server implementation

All major HTTP server implementations are built
around the sockets API Figure 2 shows an ex-
tremely simplified version of the code at the heart
of an HTTP server which handles every request re-
ceived in an e-commerce site. That code illustrates
the application-oriented nature of the interface: it
is always the application who starts any interac-
tion with the kernel, both to send and receive data.
Only on those moments can the kernel notify the
application of any connection-related event.

That, by the way, is in opposition to the proto-
col processing that takes place within the kernel: in
that case, processing is event-triggered, occurring
each time a message arrives or a timer expires. For
example, data is received and processed by the ker-
nel as soon as a network packet arrives. But that
data will only be delivered to the application when
it contacts the kernel to ask for it.



2.2 The dynamics of a session

Figure 3 shows the usual sequence of events trig-
gered by a client request in a store organized in
three levels. A significant amount of time may pass
from the moment the HTTP server contacts the ap-
plication server with the a user’s request until a
reply is sent to the client with the information pro-
vided by the application server.
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Figure 3: Complete request in current systems

Problems arise if the client gives up waiting for
a response and leaves the site or stops the transfer
and tries to restart loading the page. In both cases,
if we consider standard HTTP 1.0 browsers, the end
effect is that the current connection to the client is
closed (and a new one is opened, in the case of a
retry). Browser and server complete the handshake
to close the connection and an EOF marker is put
n the server’s input stream by the kernel.

It is only when the server sends the first packet
of the response to the that a RESET packet is sent
to the server indicating that the connection has
been completely closed by the client. Only on the
first attempt to write to the client after the RESET
has been received will the server get an error signal
indicating that the client is not listening anymore.

The problem is therefore illustrated in Figure 4:
the application continues to compute the response
to the client’s request unaware of the fact that the
client is not interested in that anymore. Unfortu-
nately, the server will only become aware of that
fact when it tries to access the connection again to
write the response back.

That is true whether the server uses separate
threads for each connection, as illustrated here, or
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Figure 4: Orphan request in current systems

an organization based on a central demultiplexing
around the select() system call.

In summary, each time the client leaves the site
or hits the browser stop button prematurely, a re-
quest is left in the e-commerce server. That request
consumes resources and increases the load, but will
In the next section we
present a novel service that minimizes the problem

serve no useful purpose.

of orphan requests.

3 The Connection Sentry

The new service described here is aimed at solv-
ing the problem of lack of a notification channel
between kernel and application. The new interface
should allow applications to register with the kernel
when they want to be notified of such unexpected
terminations, and allow the kernel to notify the ap-
plication promptly if that happens. In addition,
the application must be altered to take whatever
actions it considers necessary to stop any process-
ing related to the (now orphan) request.
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Figure 5: Orphan request with the Sentry

The intended effect is illustrated in Figure 5.



After the HTTP server starts working on a client’s
request, any activity in that connection (either a
close or the arrival of new data) should be imme-
diately notified to the application so that it can
decide whether it should abort the processing trig-
gered by the first request. That might require just a
local abort, or it might also require notifying other
servers involved.

3.1 Sentry implementation

Since a connection shutdown by the client is an
asynchronous event in terms of the server’s activ-
ity, we decided to use signals for the notification.
The service was implemented as a new system call
with which an application registers its interest in a
given connection, identified by an open socket:

socket_watch( int sockfd, int signum );

When the kernel detects a shutdown in a connection
which has been registered it interrupts the process
with a signal.

Besides the usual error conditions (invalid pa-
rameters, etc.) the socket-watch() system call also
returns an error if the connection associated with
the socket has already been closed by its remote
endpoint, and that can be identified by checking
the value of errno. That was made to cover cases
where the shutdown handshake may happen even
before the server application has had the time to
process the request and register with the kernel.

The implementation required adding new fields
to the process descriptor and to the TCP control
block to keep the information necessary to link pro-
cesses to the connections they are interested in and
vice-versa. When a process registers with the ker-
nel, its identifier is added to a list of interested
processes in the TCP control block. Every time
a connection receives a FIN packet and starts the
shutdown handshake the kernel verifies if there are
processes registered for that connection. If so, the
requested signal is sent to each of them.

3.2 Changes to the servers

In order to use the new kernel service the server
must be altered to include code that identifies those
client requests which will require extra processing.

If such a request is received, the server process regis-
ters the signal handler and the socket to be watched
by the kernel. Only after that it proceeds to com-
pute the response.

If the client does not close the connection the
computation ends, the server unregisters the socket
and proceeds to send the response to the client. On
the other hand, if the client closes the connection
before the server is finished the signal handler is
started by the kernel to cleanly terminate any pro-
cessing in the server for that request and to notify
other processes started on its behalf.

It is the responsibility of the application pro-
grammer to provide the handler and to make sure
that it can abort the computation once it receives
the proper signal. Halting an ongoing transaction
cleanly is highly dependent on the semantics of the
application, so it cannot be done automatically.

4 Case study: e-bookstore

In order to validate the new kernel service we ap-
plied it to a virtual bookstore that we developed in
the e-SPEED lab. The sections that follow describe
how the site architecture was adapted to handle
the information about requests that should be dis-
carded, the workload used in the experiments and
the results obtained.

4.1 Architecture of the store

Our store follows the basic architecture described
in Section 2. It uses Apache as the HT'TP server,
mySQL as the database server and an optimized,
locally developed store [7]. The store provides six
services': i) home, ii) search, iii) browse, iv) se-
lect, v) add to cart, vi) buy. In addition to these,
the store also answers to file requests for informa-
tion related to the products. The original store was
adapted to make use of the new service as illustrated
in Figure 6.

The Apache server was altered to deter-
mine first whether the application server and the
database server have to be contacted to build the
requested page. If that is the case, it registers the

n the results we omitted add to cart and buy because
just a few of them were present in our workload and the
measurements were not statistically significant.
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Figure 6: Organization used for the case study

socket for that connection. Each Apache process
that receives a registered signal notifies a stop dae-
mon responsible for concentrating the control of or-
phan requests.

To achieve this, the stop daemon keeps a per-
manent connection to the database server (located
in a separate machine). When it receives the wurl
from an Apache server, it just forwards that infor-
mation to the database server over that permanent
connection.

As originally implemented, requests arriving
at the mySQL database server are queued as new
threads which wait on a lock to access the database.
The server was altered to create a separate thread
that listens to notifications from the stop daemon.
Upon receipt of a cancellation, that thread marks
the thread associated with the request as canceled.
If that thread has not gained access to the database
yet it will check that mark after acquiring the lock
but before it starts the actual computation and it
will terminate without processing the request.

4.2 Workload/experimental setup

To verify the gains provided by the new service we
ran two sets of comparative experiments on the vir-
tual bookstore, each comparing the performance of
a store on a standard Unix system to that of the a
store using the Sentry. In the figures and tables that
follow, the two runs are identified by “X” (Unix)
and “S” (Sentry-enabled), respectively.

All experiments use a modified version of
Surge [3] that handles sessions, i.e., sequences of
requests issued by a customer. The workload used
is built from an actual trace from a large electronic
bookstore comprising 123,664 requests distributed
over 3,177 user sessions (38.92 requests per ses-
sion on average) and our system had the product
database of the same store, comprising 4,309 books.
Each experiment run lasted 30 minutes and the re-

sults presented in the sections that follow show the
averages obtained from three separate experiment
runs. The variance of the measurements among all
runs are within 7%.

In every run client requests are divided into
two sets: control and test. Clients are Surge pro-
cesses replaying a part of the original trace, so they
do not map directly to customers, but to groups of
customer sessions. The client processes in the con-
trol set request services and objects without can-
cellations, while the clients in the test set cancel
requests following a certain patience function.

In the results shown we consider the measure-
ments from the control set only, since we want to
quantify the impact of the Sentry on the customers
that continue to use the store while other customers
(the test set) cancel some requests. We model im-
patience through a mathematical function that de-
scribes the probability of the customer canceling a
request after a given number of seconds.

Each server runs on a different 200 MHz Pen-
tium with 64 MB RAM. The Web server is an
Apache 1.3.9 server running on top of FreeBSD 3.1.
All other machines, including the Surge clients, ex-
ecute Linux 2.2.12. The database server runs our
modified version of MySQL 3.22.22. All machines
are on the same LAN segment.

4.3 Impact of the patience level

Class Patience level
of 7.5s 10's 15 s
request || X S X S X S
home 2.6| 03| 1.6/ 0.3} 1.0 04
browse 4.5| 3.5| 82| 3.7 7.8 3.8
search 15.2| 12.0|| 13.9| 12.8| 13.6] 13.2
file 1.2\ 0.1f 0.7 0.1} 0.4| 0.1
select 8.2 5.7|| 6.7 5.9|| 6.5| 6.1

X: standard Unix interface; S: using Connection Sentry

Table 1: Average latency for various patience levels
(in seconds per request)

In this section we evaluate the impact of vary-
ing the patience level on the efficacy of the Connec-
tion Sentry. We show results for three patience lev-
els, with maximum customer waiting times of 7.5,



10, and 15 seconds?.

As the patience level drops, users are more
likely to leave the store if a request is not served
promptly. The results can be observed in Tables 1
and 2. As expected, the gains in terms of latency de-
crease as the patience level increases, since the cus-
tomers wait more before canceling a request. Con-
sidering search requests, we got an improvement of
over 20% for the 7.5-second patience function (aver-
age latency dropped from 15.2 seconds to 12.0 sec-
onds) compared to almost no improvement when
customers more wait 15 seconds or more.

Class Number of client processes
of 9 6 3
request || X | S X | S| X | S
home 2.6/ 0.3|| 0.2] 0.2|| 0.2| 0.2
browse 4.5 3.5|| 2.4| 1.3|| 0.4| 04
search 15.2| 12.0|| 10.4| 8.5|| 3.9| 3.7
file 1.2 0.1}] 0.1} 0.1f] 0.1} 0.1
select 8.2| 5.7|| 4.6 3.7|| 1.7| 2.1

X: standard Unix interface; S: using Connection Sentry

Table 3: Average latency for various workloads (in

seconds per request)

Class Patience level
of 7.5 10 s 15s
request X | S X | S X | S
home 353| 621| 441| 608| 500{ 600
browse 30 33 33 33 33 33
search 345| 441| 383| 414| 395| 409
file 1029| 1312 1173| 1289 1216| 1278
select 61 69 66 69 66 69

just three client processes were active. As it would
be expected, there is almost no gain for the lighter
workload, for which orphan requests do not repre-
sent a problem in terms of wasting resources. For
throughput, again, the best gains are in the heav-
ier workload, where the number of home requests
served increased by 76% and search requests by
28%.

X: standard Unix interface; S: using Connection Sentry

Table 2: Average throughput for various patience
levels (in number of requests)

Similar results can be observed in terms of
throughput. For instance, by using the Connection
Sentry, the servers were able to increase the num-
ber of home requests by 76% (from 353 to 621) and
search requests answered by 28% (from 345 to 441)
for a patience level of 7.5 seconds.

4.4 Impact of the client workload

In order to evaluate the impact of the client work-
load we varied the number of simultaneous client
processes issuing requests to the e-commerce server.
Again, client processes were divided into control
and test sets. We performed experiments using 3,
6, and 9 client processes per set. The patience level
in these experiments was 7.5 seconds. Again, we
use just the measurements from the control set.
The results can be seen in Tables 3 and 4. The
latency reduction for search requests ranged from
21% for nine client processes in each set to 6% when

2Results for patience levels of 6 and 30 seconds are almost
indistinguishable from 7.5 and 15 seconds, respectively.

Class Number of client processes
of 9 6 3
request X | S X | S X | S
home 353| 621| 355| 375| 225| 226
browse 30 33| 30 30| 25| 25
search 345| 441 395| 472| 402| 408
file 1029| 1312| 949| 1119|| 660| 673
select 61 69| 59 60| 38| 38

X: standard Unix interface; S: using Connection Sentry

Table 4: Average throughput for various workloads
(in number of requests)

By checking the profile of the transaction server
(Figure 7), we can observe that the use of the Con-
nection Sentry reduces significantly the multipro-
gramming level on that server. In particular, the
elapsed times associated with building pages are
reduced by almost 45%. We observe similar reduc-
tions in the costs for the other tasks, which are not
visible in the graph due to their reduced overall sig-
nificance in the application server.

5 Related work

There has been a lot of work on improving the
performance of traditional web servers. Mogul [5]
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Figure 7: Transaction server profiles

pointed out the problems in using traditional sys-
tem architectures for heavily loaded servers. Banga
and Mogul [1] have shown how the current sock-
ets interface can be improved to better handle the
large number of concurrent connections in a loaded
server. Others, like Nahum et al. [6] have proposed
extensions to the operating system interface with
new system calls intended to combine multiple oper-
ations previously performed by separate primitives,
reducing system call overheads.

A more extensive reorganization of the operat-
ing system kernel and interfaces has also been pro-
posed by Banga et al. [2]. That work describes a
new system call that makes it easier for the ap-
plication to handle events associated with network
connections. It might be interesting to study how
the two ideas could be combined together.

6 Conclusions

In this paper we presented the Connection Sentry, a
novel approach for minimizing the impact of orphan
requests in multi-layer Internet Servers. We imple-
mented and evaluated it by using a virtual book-
store on a trace-based workload. Results show that
latency experienced by customers decreased by up
to 31 % and bandwidth increased by up to 27%.
Furthermore, we observed improvements regardless
the customer “level of impatience” and server work-
load in terms of simultaneous sessions being served.

We intend to continue this work by making the
application path transparent for different machines,

allowing notifications to remote servers to be han-
dled. We are also investigating the use of a cleaner
interface to the notification mechanism.
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