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Abstract—An important issue in the design of a wireless sensor
network (WSN) is to devise techniques to make efﬁcient use
of its energy, and thus, extend its lifetime. When two or more
WSNs are deployed in the same place and their sensors cooperate
with the other networks, they may improve their operability, by
extending its lifetime by trading routing favors or increasing
the data entropy by a common data aggregation. Despite being
obvious and simple, this idea brings with it many implications
that hinder cooperation between the networks. Whereas a WSN
has a rational and selﬁsh character, it will only cooperate with
another WSN if this provides services that justify the cooperation.
The goal of this work is to present the Virtual Cooperation Bond
(VCB) protocol, that is a distributed protocol that makes different
WSNs to cooperate, enabling cooperation if, and only if, all the
different WSNs beneﬁt with the cooperation. In the simulation
results, we consider WSNs with different conﬁgurations and we
show that the proposed protocol enables cooperation solely when
the cooperation is beneﬁcial to both networks, and in this case,
it saves their energies and extends their lifetimes.

I. I NTRODUCTION
Wireless Sensor Networks (WSNs) [1] may be deployed
on the most varied places, like forests, volcanoes and deserts.
Furthermore, a possibly forthcoming scenario will be distinct
WSNs owned by different authorities working at the same
place, serving as a supporting tool for a wide variety of applications. In the Amazon forest, for instance, we could have a
WSN, owned by the government, deployed for detecting ﬁres
and another WSN, owned by a non-governmental organization, deployed for detecting the movement of speciﬁc species
of animals. Moreover, both size and production cost of a sensor node should be as small as possible and its battery replacement will be rarely possible. As a consequence, a sensor
has severe constraints in terms of processing, memory, communication and energy capacity. In particular, depending on
the sensing application, data communication can consume a
signiﬁcant amount of energy [2]. Thus, to assure an efﬁcient
operability of the WSN, sensor nodes should cooperate with
each other to improve the quality of the data and to reduce
the energy consumption in the communication process.
In this direction, when two WSNs, installed at the same
place, share their sensor nodes in the execution of one or more
activities in a proﬁtable way, both networks may improve their
capabilities and perform their activities in a more efﬁcient way.
Despite being obvious and simple, this idea brings several implications that hinder cooperation among the networks. We
have to assume that a WSN has a rational and selﬁsh char-
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acter and will only cooperate with another sensor network if
this association provides services that justify the cooperation,
as illustrated in Fig. 1.
An interesting technique to model conﬂict situations among
two or more rational and selﬁsh agents is through the concept
of game theory [3], [4]. Generally speaking, game theory is
based on models that express the interaction among players by
modeling them as rational and selﬁsh agents in such a way that
they act to maximize their own utility. This allows the analysis
of existing algorithms and protocols for WSNs, as well as the
design of equilibrium-inducing mechanisms that provide incentives for individual nodes to behave in socially-constructive
ways. Game theory deﬁnes mechanisms for players to choose
the best available action, but at the same time it provides a scenario where other players’ utilities can also be maximized. By
modeling the problem of cooperation among different WSNs
as games, the networks’ behaviors and actions can be analyzed in a formalized game structure, by which the theoretical
achievements in game theory can be fully utilized. Each authority that governs its network wishes to both maximize its
lifetime and its quality of service, and will only cooperate with
another network if this cooperation brings beneﬁts.
In this work we present a game-theoretic formulation for the
problem of cooperation among different WSNs deployed in the
same location. We show that the only way to achieve cooperation is through a protocol that enables a joint strategy change
by the nodes. Moreover, since WSNs may scale up to hundreds
of thousands of nodes, cooperation should be established and
maintained in a distributed fashion. Therefore, in this work we
propose the Virtual Cooperation Bond (VCB) protocol that is
able to make the networks cooperate if and only if the cooperation is beneﬁcial to them. VCB creates autonomous 4-node
cooperation structures distributed along the deployment environment, and each structure is maintained solely by the four
nodes that comprise it.
The rest of this paper is organized as follows. We describe
the related work in Section II. The game-theoretic formulation
is presented in Section III. In Section IV, we describe the proposed VCB protocol and, in Section V, the simulation results.
Finally, we conclude this paper in Section VI.
II. R ELATED W ORK
Felegyhazi et al. [5] addressed the problem of cooperation
among different WSNs. The strategies of the owners of the net-
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Fig. 1. A scenario where different WSNs are deployed in the same location.
We see three networks, N1 , N2 and N3 , and a possible cooperation edge
e3 (j, f ), where node f accepts data of network N3 coming from sensor
node j.

works are set if their nodes forward messages coming from
other networks and if they ask other networks to forward their
messages. It is assumed that sensors send messages periodically and synchronously to their respective sinks and these, in
turn, send to their nodes a bit telling if the data collection was
satisfactory. From this, nodes control their strategies to minimize their energy consumption and maximize the data collection rate. In this model, the networks converge essentially to
two equilibria, a non-cooperative in that no node provides and
asks for services to another network, and a cooperative, which
all nodes provide and ask for services of another network.
As showed in [6], [7], the problem of cooperation among
different WSNs involves several parameters that can signiﬁcantly inﬂuence the establishment of cooperation and its beneﬁts. A solution that enables cooperation only when all of the
sensor nodes cooperate is not practical, since it is very unlikely that two different WSNs have the same conﬁguration
homogeneously through out the deployment area. An efﬁcient
practical solution should be distributed, allowing parts of the
networks to cooperate where others do not.
Another crucial factor to establish cooperation is the knowledge of the costs and the beneﬁts that will incur to the networks by cooperating. Wu and Shu [8] showed that if sensors
declare their cost to route messages, the networks are naturally
encouraged to cooperate and to share their nodes. Moreover,
they showed that if the agent reveals its real cost for routing
a packet, its beneﬁts will be maximized.
Finally, Crosby and Pissinou [9] demonstrated that cooperation is not evolutionary stable when the networks have mobile
sensor nodes and are playing the iterated N-player prisoner’s
dilemma. However, they showed that in the case of stationary sensor nodes, there is some possibility for cooperation to
emerge without any incentive when the same game is played.
Our work goes in this direction and, in the next section, we
model the problem of cooperation among different WSNs as
the iterated N-player prisoner’s dilemma and we propose a distributed strategy to establish cooperation among the networks.
III. WSN C OOPERATION G AME
In this section, we propose a new formulation for the problem of cooperation among different WSNs deployed at the

same location. It is similar to the ones discussed earlier, but
we aim to guarantee cooperation in a distributed and ad-hoc
fashion, for more realistic and dynamic scenarios. Let N be a
set of m networks, N1 , ..., Nm , and let n0 be the sink node,
which is shared by all networks. Each network Ni , 1 ≤ i ≤ m,
|N |
has a set of unique sensor nodes Ni = {n1i , n2i , ..., ni i } and
the sink node n0 is shared by all networks. We model the cooperation among the networks as a multigraph G = (N, E),
where N is the set of all networks and E is the set of edges
between an arbitrary pair of sensor nodes. For the sake of
simplicity, we model the trafﬁc originating at each network
in a unique way. Thus, there will be a distinct edge for the
collected data packets coming from each network and sent towards the sink. All edges that carry trafﬁc from network Ni
are represented by ei (nj , nk ), where j and k are not necessarily different and 1 ≤ j, k ≤ m. The set of edges ei represents
the routing infrastructure responsible for carrying the trafﬁc
from network Ni . From a practical point of view, a communication link between a pair of nodes may represent a set of
distinct edges.
For simplicity, we consider that the initial data collecting routing structure of each network is a routing spanning
tree [10], but any routing structure can be used. We consider
that the routing spanning tree is the best tree that each network is able to generate following a deﬁned QoS parameter,
being optimal or not. Thus, each node nui has, at most, a single outgoing edge ei (nui , nvj ) leaving nui for each Nj , i.e.,
nui can forward messages from Nj to at most one node. The
set of edges that leaves nui is denoted by Eiu , |Eiu | ≤ m and
the weight w(ei (nui , nvj )) > 0 of edge ei (nui , nvj ) is independent of Ni , being given by the energy consumption model
w(ei (nui , nvj )) = frx + ftx × d(nui , nvj )α , where frx is the
cost to receive a message, ftx is the cost to send a message
to a unit of distance d, d(nui , nvj ) is the distance between nui
and nvj and α is the path loss exponent. The energy model w
may be changed without invalidating this formulation.
The players in our game-theoretic formulation are the m
networks and the strategy of Ni is to set Si = {Eiu ∀ nui ∈
Ni }, i.e., set of nodes Ni will relay data collection mesthat each node nui incurs for
sages. The cost in energy cui 
m
u
its network is given by ci = i=1 w(Eiu ), sum of weights
of edges that leave node nui . The utility function that maps
the payoff
 Πi of each network Ni , given its topology, is
Πi = ∀nu ∈Ni (φ − cui ), where φ is an abstract value of the
i
data that is transmitted, where φ  cui ∀ nui ∈ Ni . It is natural that the value φ of the data be signiﬁcantly higher than the
cost to transmit it, since a WSN only exists to collect data,
thus, without data there is no network. The payoff Πi captures
the data collection rate and the energy consumption in routing of network Ni , being determinant to deﬁne if the network
cooperates or not with another network.
Initially, no node nui is cooperating with other networks besides its own network Ni . Ni , which is a rational and selﬁsh
player, should change its strategy and make one or more of
its nodes to forward messages coming from other networks
iff it increases its payoff Πi . However, if all networks main-
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tain their strategies and Ni changes its original strategy and
makes a node nui to cooperate and forward messages from
other networks, its cost cui will increase, making the payoff Πi
to decrease. Thus, initially, the game is in Nash equilibrium
because it is not possible for a network to increase its payoff changing its strategy if all other networks maintain theirs.
This makes Ni to only be able to increase its payoff if it coordinates with another network Nj a joint change of strategies,
Si → Si , Sj → Sj , so that Si beneﬁts Nj and Sj beneﬁts Ni .
In game theory, a game that allows two or more players to
coordinate their actions is called a cooperative game [3].
We can model this scenario as a cooperative, non-zero sum,
two-player game, where the game is played repeatedly during the lifetimes of Ni and Nj . If both networks cooperate,
their payoffs will be a “reward” Ri for Ni and Rj for Rj ,
that are greater than their non cooperative payoffs. This game
(WSN-Cooperation game) is similar to the Iterated Prisoner’s
Dilemma showed in Fig. 2, having the “reward” payoff R,
the “punishment” payoff P , the “temptation” payoff T and
the “sucker’s payoff” S [11]. In the ordered pairs we see the
outcomes of the game given the strategies of each player, networks Ni and Nj , with the ﬁrst payoff given to the row player,
Ni , and the second given to the column player, Nj . Given the
inequality T > R > P > S, not to cooperate is always the
best strategy, resulting in the worst outcome when both networks play it. However, as in the Iterated Prisoner’s Dilemma
game, if we have the inequalities Ri + Rj > Ti + Sj and
Ri + Rj > Tj + Si , then mutual cooperation returns the highest collective payoff and we can coordinate networks to jointly
cooperate and get better payoffs. Moreover, if we guarantee
that if one defects, it will be punished by the other by breaking the cooperation agreement. The WSN-Cooperation game
has a cooperation stable solution by the Folk’s Theorem [3].
Cooperate

Not Cooperate

Cooperate

Pi , Pj

S i , Tj

Not Cooperate

Ti , Sj

R i , Rj

Fig. 2.

Payoff matrix of the “WSN-Cooperation” game.

IV. T HE V IRTUAL C OOPERATION B OND
A. A Solution to the Game
A possible joint strategy of two networks Ni and Nj is each
one to create a cooperation edge that harms itself but also beneﬁts the other network, with beneﬁts greater than losses. Formally, a node nui from Ni creates an outgoing edge ej (nui , nvj )
to a node nvj from network Nj , meaning it can relay messages
from Nj destined to node nqj using edge ej (nui , nvj ). Similarly,
the same process occurs in Nj with a node npj creating an outgoing edge ei (npj , nqi ) to nqi . If both networks Ni and Nj use
these cooperation edges ej (nui , nvj ) and ei (npj , nqi ) fairly, in a
way that increase the beneﬁts of using the external cooperation
edge, then cooperation may be established and be stable.
The cooperation strategy that two edges ej (nui , nvj ) and
ei (npj , nqi ) are created satisfying these restrictions will be

called the Give to Conquer (GTC) strategy. As GTC is repeated to create different pairs of edges, the payoff of the
networks involved in the process increases, since GTC guarantees that the beneﬁts with the edge creation are greater than
the losses. Thus, after creating all pairs of edges, the payoff of
the networks is the maximum that can be achieved with GTC,
being, a Pareto Optimal solution [3], since no network is able
to increase its payoff without reducing the payoff of another.
The best way to make different WSNs to cooperate, according to the criteria of robustness and scalability, is making
them interact with each other in a completely autonomous way.
One must consider that they may change their topologies constantly, and new networks may be deployed around them and
be part of the cooperation. Thus, network nodes should be responsible for executing the GTC strategy, which may locally
control nodes asking for/providing favors. If a node cooperating observes in its local environment that its network is losing
more than it is beneﬁting with the cooperation, via a watchdog [12] or other control policy, it can act immediately to stop
cooperation in its neighborhood.
Fig. 3 illustrates a scenario that the GTC strategy may be
executed in this way. Fig. 3-a depicts two nodes of N1 , n11 and
n21 , and two nodes of N2 , n12 and n22 , as well as the distances
among them. Fig. 3-b depicts the scenario with no cooperation,
with node n11 sending a message to n21 , node n12 sending a
message to n22 and the transmission costs Ctx , whereas Ctx =
dα and α = 2. The total transmission cost of network N1 is
81, whereas of N2 is 64. In this scenario, E11 = {e1 n11 , n21 },
E12 = ∅, E21 = {e2 n12 , n22 } and E22 = ∅. The networks payoffs
are Π1 = φ − (81ftx + frx ) and Π2 = φ − (64ftx + frx ).
In Fig. 3-c, a GTC strategy is executed and networks N1 and
N2 start to cooperate. The GTC strategy creates two edges,
e1 n12 , n21 ∈ E21 and e2 n21 , n22 ∈ E12 , indicating that node
n12 ∈ N2 cooperates with network N1 and node n21 ∈ N1
cooperates with N2 . Then, node n11 , aware of the cooperation, removes edge e1 n11 , n21 and adds e1 n11 , n12 to E11 , since
node n12 is cooperating and will forward its messages. The
same happens with node n12 , that removes edge e2 n12 , n22 and
creates edge e2 n12 , n21 . Established the cooperation, the payoffs of the networks are Π1 = φ − (61ftx + 2frx ) and
Π2 = φ − (32ftx + 2frx ), which are greater than when they
were not cooperating, whereas in this work ftx  frx .

(a) Distance among the (b) Transmissions costs (c) Transmissions costs
sensor nodes.
without cooperation.
with cooperation.
Fig. 3. The Virtual Cooperation Bond: a feasible model to execute the GTC
strategy (w(e) = d2 ).
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The cooperation scenario shown in Fig. 3-c is called Virtual
Cooperation Bond (VCB). In VCB, nodes of a network act as
team players and work jointly to reduce the energy consumption of their networks. Nodes n21 increased their cost to help
their network. In the VCB strategy, involved nodes are neighbors and can observe their respective actions, i.e., the amount
of favors their network requests and supplies, which becomes
known to each node in the bond. Thus, the involved nodes
control the credit/debit they have. This ensures the fairness in
cooperation, i.e., no network provides favors at a higher rates
that it receives, and vice versa, using only an upper limit Δ
for the highest difference between favors provided/received.
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Fig. 4.

B. Establishing the VCB
Before explaining the method that describes how the cooperation is set, we make some considerations. First, every
single node has a unique identiﬁer and knows its coordinates.
Second, there is a pre-establish routing structure over the networks, in which every node has a target node that to send or
forward its messages. Third, a sensor node is able to calculate
the cost of a transmission, given the transmission distance.
Now we deﬁne roles to nodes in VCB as described in Fig. 3c. The role initial is played by the relaying node n11 of Fig. 3-c
(the one that provides no favors), but beneﬁts from the cooperation by relaying its messages to a node in a different network.
The node that receives the message from initial is the one that
has the role of provider1 , which is the node n12 in Fig. 3-c, that
besides providing favors to the node initial, also beneﬁts from
the cooperation by relaying its messages to the node that has
the role of provider2 , which is from the other network and is
represented by node n21 in Fig. 3-c. Node provider2 provides
favors, and forwards messages from node provider1 to node
of role ﬁnal that, in VCB, is only responsible for receiving
these messages, and in Fig. 3-c, it is represented by node n22 .
In Fig. 4, we describe the process for obtaining a VCB.
The ﬁrst step is to broadcast through the networks the wish to
cooperate. Each node that wants to cooperate sends a broadcast message of type WantToCooperate to all its neighbors with its current transmission cost. Thus, each node that
wants to cooperate calculates locally if a VCB can be formed
with its neighbors, guaranteeing that both networks will beneﬁt with the cooperation. If so, it sends a message of type
AskCooperation to the nodes in the VCB, informing what
roles they should play in the VCB to be formed. If all nodes
agree with the assignment roles and are not in another VCB,
they send a message of type AcceptCooperation and cooperation between them is established. The node that sends
the AskCooperation message is the node with the role
provider1 , since its location in the VCB is the only one that
has direct access to all the other nodes in the VCB.
The process described in Fig. 4 is executed only once for
each VCB structure. Each node will send, at most, two setup
(or overhead) messages (one WantToCooperate plus one
AskCooperation or AcceptCooperation) to establish
cooperation. The cooperation is maintained autonomously, but
a watchdog [12] or other control policy is necessary to ensure
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The algorithm describing the establishment of the VCB.

that no node is cheating. The analysis of the possible overhead
incurred by this control policy we leave for future work.
V. N UMERICAL R ESULTS
In this section, we present the simulation results of the proposed VCB protocol. All sensors from networks N1 , N2 , ...
are deployed in an area of 100 × 100 d2 with a ﬂat topology.
The communication range of each sensor starts with 30 d and
may be reduced depending on the routing structure. During
1000 s of simulation, events arrive in the network according
to a Poisson Process with λPoisson events/s. The default value
of the path loss exponent is 4, and the number of nodes of
each network is 50. The costs of communication are the same
as the ones described in Section III. All simulation results correspond to the arithmetic mean of r simulations, in which r
provides a good conﬁdence to the results. For simplicity, we
only show the results for network N1 and we use as a baseline
the scenario where no cooperation exists. We use the Network
Simulator 3.21 to make these simulations.
The ﬁrst result shows the behavior of VCB when two networks (with same conﬁguration) cooperate and the network
density varies from 50 to 200 nodes. Fig. 5 shows the energy
spent on transmissions and receptions, and the percentage of
cooperating nodes. The energy savings in transmissions lies
between 20% and 30%. Moreover, as the networks’ densities
increase, the amount of cooperating nodes slightly reduces, together with the energy saving achieved in transmissions and
receptions. This suggests that VCB is even more appropriate
for scenarios which involve sparse networks.
Other factor that can inﬂuence the cooperation is the path
loss exponent. The greater this exponent, the higher the costs
for transmissions. Fig. 6 shows the behavior of VCB when
the path loss exponent varies. As expected, as the exponent
grows, the higher is the energy economy of VCB, reaching
30% when α = 5. This result suggests that VCB is highly
recommended for noisy scenarios.
VCB is also able to establish cooperation when more than
two networks are deployed in the same location, since its control is done locally. Fig. 7 shows the behavior of VCB when
the number of distinct deployed networks increases (all with
same conﬁguration). The increase in the number of networks
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Fig. 6. Cooperation results when path loss exponent is varied.

Fig. 5. Cooperation results when the number
of nodes is varied.




 
 


 

 











  



does not inﬂuence the three analyzed metrics. The network
has approximately 30% of nodes cooperating, and with this
cooperation is possible to save more than 20% of energy in
transmission, with approximately 35% increase in receptions.
These results show that VCB is scalable with the number of
networks deployed.
The next scenario considers the case where the conﬁgurations of both networks are different. In the next results, the
conﬁguration of one network, N1 , is kept constant whereas
the conﬁguration of the other network, N2 , is varied. We analyze the performance of VCB in N1 and compare it with a
naive solution, where all nodes cooperate indiscriminately.
First, we vary the density of N2 from 10% to 50% of nodes
of N1 . We call the rate between the networks’ densities δd.
In Fig. 8-a, we verify that VCB is able to save energy of N1
even when δd = 10%. On the other hand, the naive solution
harms N1 , making it consumes up to 40% more energy when
cooperating. Second, we vary the number of events of N2
according to parameter λPoisson , from 1 to 7. The δλ is the
difference among the number of events that are detected by the
N1 and N2 . Thus, when the δλ is 3, the network N1 detected
three times more events than the network N2 . We see in the
Fig. 8-b that VCB keeps a constant behavior, saving the energy
of N1 even when the event rate of the network N2 increased.
In contrast, when the all the nodes cooperate and the δλ is 7,
the energy consumption of N1 is 60% higher.
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(a) Networks have different densities. (b) Networks have different data collection rates.
Fig. 8. Cooperation results when the networks have different conﬁgurations.

VI. C ONCLUSIONS
We have analyzed the problem of cooperation when two
or more wireless sensor networks from different owners are
deployed in the same area. The viability of cooperation is

Fig. 7. Cooperation results when the number
of networks is varied.

not trivial and should be achieved and maintained in an autonomous way by the networks, given the scalability problem
of WSNs. Thus, we propose the Virtual Cooperation Bond
(VCB) protocol as a distributed protocol that autonomously
enables cooperation among different WSNs. First, we propose
the Give to Conquer (GTC) strategy as a strategy of cooperation between two WSNs in a way that cooperation always
brings beneﬁts to both of the networks. Then, we propose the
VCB as a model that implements the GTC strategy locally,
in a way that cooperation may be autonomously achieved and
maintained, independently of the networks’ global conﬁgurations. Simulation results show that the VCB protocol reduces
the energy consumption of the networks, therefore extending their lifetime, even in extremely heterogeneous scenarios,
those where cooperation is not possible or beneﬁcial when
previous approaches present in the literature are considered.
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