DCCS888 — Introduction

Name: 1D:

1. This question refers to the program below, which has been written in C. This program
computes the value stored in the variable sum in a rather naive way:

#include <stdio.h>

#define CUBE(x) (x)*(x)*(x)

int main() {
int i = 0;
int x = 2;
int sum = 0;
while (i++ < 100) {

sum += CUBE(x);

}
printf("%d\n", sum);
}
(a) If we compile this program with, say, gcc -01, then we obtain the assembly code
below:
_main:

pushl %ebp
movl Y%esp, %ebp
pushl %ebx
subl $20, %esp
call L3

L3:
popl ’ebx
movl $800, 4(%esp)
movl ‘Yeax, (%esp)
call _printf
addl $20, %esp
popl Yebx
leave
ret

The assembly program does not contain the loop in the original program. What
happened to this loop?



(b) How do you think gcc has been able to transform the original program, written
in C, in the optimized assembly code? Try to think about a few optimizations
which, combined, could lead to the assembly program.

2. This question refers to the program below, which was written in PHP:

$id = $_GET["user"];

if ($id == *’) {
echo "Invalid user: $id"
} else {

$getuser = $DB->query
("SELECT * FROM ‘table‘ WHERE id=’$id’");
echo $getuser;

}

(a) This program contains a vulnerability to form of software attack called SQL In-
jection. Explain what is an SQL Injection attack, and how the program above
can be exploited in this way.

(b) Compilers can be — and have been — used to discover this kind of code vulnera-
bility [4, 5, 7]. How do you think a compiler could help the developer to identify
an SQL vulnerability in a program?



3. This question refers to the program below, which has a bug:

l void read matrix(int* data, char w, char h) {

2 char buf size = w * h;

3 if (buf size < BUF_SIZE) { BUF_SIZE = 120,
4 int c0, clj strlen(data) = 132,
5 int buf[BUF_SIZE];

6 for (c0 = 0; c0 < h; cO0++) { buf_size = -124,,
7 for (cl = 0; cl < w; cl++) {

8 int index = c0 * w + cl;

9 buf[index] = data[index];

10 }

1 } =00000110 = 6,
12 process (buf); h=00010110-=22,,
B3} h*w=10000100=-124,,
14 }

(a) What is the bug that the program above contains? As a hint, the values of a few
key variables are shown in boxes.

(b) Compilers can — and, again, have been able to — detect, and in some cases remove,
this kind of bug automatically [1, 2, 6]. How do you think a compiler could find
such a bug, and how do you think a compiler could remove it?

4. This question refers to the two programs seen in Figure 1. These programs implement
the same operation. They match a password (pw) against an input (in). If a match is
observed, then functions diff1 and diff2 return 1, otherwise they return 0.



1 int diffl (char *pw, char *in) ({ 1 #define F(i) diff |= pw[i] ~ in[i]
2 int i; 2
3 for (i=0; 1i<8; i++) { 3int diff2 (char *pw, char *in) {
4 if (pwl[il!=in[i]) { 4 int diff = 0;
5 return O; 5 F(O);
6 } 6 F(1);
7 } 7 F(2);
8 return 1; 8 F(3);
9} 9 F(4);
10 F(5);
11 F(6);
12 F(7);
13

14 return !diff;
15}

Figure 1: These programs are part of Question 4.

1. One of the functions seen in Figure 1, e.g., diff1 or diff2, always take the same time
to run, independent on the value of pw or in. Which function is this one?

2. If a function always takes the same time to run, then we say that it is isochronous.
Cryptographic algorithms should always be isochronous. Because one of the functions
in Figure 1 is not isochronous, it is easy to guess its password. Explain how an
adversary can discover the password of the non-isochronous implementation of diff
by measuring the time that implementation takes to run.

3. Again, compilers can be used to prove that the implementation of an algorithm is - or
is not - isochronous [3]. Provide a general idea on how this can be accomplished.
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