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ABSTRACT
The lack of authentication in the Internet’s data plane allows hosts
to falsify (spoof ) the source IP address in packets, which forms the
basis for amplification denial-of-service (DoS) attacks. We propose
techniques to identify networks that allow its hosts to send spoofed
traffic. Our techniques systematically vary BGP announcements
from multiple locations to induce changes to Internet routes and to
the set of networks routed to each location. Preliminary evaluation
in the real Internet indicates operators can correlate observations
over multiple announcements to constrain the set of networks that
may allow spoofed packets, possibly allowing targeted intervention.
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1 INTRODUCTION
The lack of authentication in the Internet’s data plane allows hosts
to falsify the source IP address in packet headers, which forms the
basis for amplification denial-of-service (DoS) attacks. The spoofed
source addresses make the origins of such attacks seemingly un-
traceable, complicating mitigation efforts to squelch the attack or
targeted efforts to convince networks to disallow spoofed traffic.
Proposed techniques to identify routes taken by spoofed packets
require changes to routers, cooperation of other networks, or wide
deployment to provide accurate identification; none has been de-
ployed and increased our ability to locate the origins of spoofed
traffic. We propose a novel approach to identifying networks that al-
low spoofed traffic that requires no changes to routers, no cooperation
from other networks, and can be deployed by a single network.

A network operator can estimate the volume of spoofed traffic
received at each of its network’s peering links [3] and the set of
networks routed toward each peering link (a catchment). An op-
erator can change the announcements for an IP prefix to induce
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Figure 1: Example of catchments (colored triangles) for
three announcement configurations performed by an origin
network (not shown) peeringwith networksm,n, andp. The
bottom right diagram shows the resulting clusters.

changes to routes toward their prefixes and, more importantly, in
the catchment of each peering link. The catchment changes, in
turn, impact the volume of spoofed traffic observed at each peering
link. Figure 1 provides intuition for how such measurements can
be combined to identify networks that allow spoofed packets.

• In configuration 1 the operator announces a prefix through
three peering links with networksm, n, and p; measures the
catchment (colored polygons) and traffic arriving on each
peering link; and identifies that the spoofed traffic is con-
centrated on the link with n, i.e., sent by networks in n’s
catchment (red arrow).

• The operator later withdraws the announcement to n (con-
figuration 2), remeasures catchments and traffic volumes,
and identifies that the spoofed traffic is now concentrated
on the peering link withm.

• Configuration 3 announces the prefix from n again, but poi-
soning AS u (which will force AS u to ignore the route from
n and choose the route from p instead). The operator can
measure catchments and traffic to identify that the spoofed
traffic is concentrated on the peering link with p.

Finally, the operator can intersect the measured catchments to
partition networks into clusters (bottom right), and correlate clus-
ters with observed spoofed traffic (red arrows) to identify that the
spoofed traffic is concentrated on networks comprising λ.

We present techniques to vary IP prefix announcement configu-
rations that allow an operator to systematically induce changes to
routes toward their prefixes and, more importantly, in the catch-
ment of each of its network’s peering links. Our techniques al-
low measurement of multiple mappings of catchment to volume of
spoofed traffic. Operators can correlate mappings measured across
multiple announcement configurations to identify networks that
do not allow spoofed traffic or that may allow spoofed traffic.

We evaluate our techniques running experiments on the PEER-
ING platform [4]. We deploy 705 different announcement configu-
rations generated with our techniques from seven of PEERING’s
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peering links. Our experiments show our techniques effectively
force route changes. We show that correlating information across
multiple announcement configurations on PEERING allows us to
partition the Internet into sets of three networks on average, in-
dicating our techniques could constrain the set of networks that
allow spoofed traffic to a small size.

We expect our techniques will ease identification of networks
that do not employ BCP38 (ingress filtering) [2] and allow spoofed
traffic, helping Internet bodies focus efforts and drive adoption.

2 INDUCING ROUTING CHANGES
To track down networks that allow spoofed traffic, an operator
needs to generate a large number of mappings of catchment to
volume of spoofed traffic. We present three techniques to systemat-
ically induce route changes.
Combinatorial prefix withdrawals. A network with multiple routes
toward an IP prefix will pick the most preferred . Withdrawal of
this most preferred route will result in the network using a different
route (e.g., all networks in n’s catchment in the change between
configurations 1 and 2 in Fig. 1). Our first technique iteratively
tries all possible combinations of announcements and withdrawals.
Iterative AS-path prepending. When choosing between multiple
available routes, BGP first compares the policy-defined local prefer-
ence (LocalPref). If multiple routes have the same LocalPref, BGP
attempts to break ties by AS-path length. This implies that if a
network has multiple available routes with the same LocalPref, the
preferred route is the shortest. If this shortest route is made longer,
the network will choose another (now shorter) route. Our second
technique uses BGP AS-path prepending to artificially increase
AS-path lengths, prepending from each peering link in turn.
Targeted AS-path poisoning. To prevent routing loops, BGP checks if
the network’s AS number is present in an announcement’s AS-path
before accepting the route. BGP poisoning adds a target network’s
AS number to an announcement’s AS-path to trigger this behav-
ior. Poisoning a network’s most preferred route may trigger that
network to choose a different (unpoisoned) route; when the target
network changes routes, any downstream network originally rout-
ing through the target may also change routes. Our third technique
uses AS-path poisoning to trigger path changes in target networks.

Combinatorial prefix withdrawals and AS-path prepending pro-
vide a systematic way to explore alternate routes and discover the
most preferred routes from all networks in the Internet, while BGP
poisoning allows route exploration at specific networks.

3 PRELIMINARY EVALUATION
We evaluate our techniques deploying 705 announcement configu-
rations using 7 peering links of the PEERING platform. We consider
all
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links. This guarantees we discover at least four distinct routes from
each network toward different PEERING locations. For each of these
64 configurations, we generate additional configurations prepend-
ing from each location in turn (294 additional configurations). This
guarantees we discover one alternate route with the same Local-
Pref as the preferred route (when it exists) for each withdrawal
combination. Finally, we generate an additional 283 configurations
poisoning all networks that are 2 AS-hops away from PEERING.
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Figure 2: Distribution of cluster sizes after each phase.

We measure catchments at the granularity of ASes using BGP
updates from RouteViews and RIPE RIS as well as traceroute mea-
surements from 1600 RIPE Atlas probes (limited by our probing
budget). We map traceroutes to ASes using Chen et al.’s heuris-
tics [1]. Our catchment measurements cover a total of 1885 ASes.

Figure 2 shows the complementary distribution of cluster sizes,
i.e., non-overlapping intersections across all catchment measure-
ments (see bottom right part of Fig. 1). We show one distribution
at the end of each phase, i.e., after withdrawals, after withdrawals
and prependings, and after combining all techniques. We find all
techniques are effective in inducing route changes, and that their
combination significantly reduces cluster sizes. After deploying all
705 configurations, 99.9% of clusters have 12 or fewer ASes. Reduc-
ing cluster sizes at the tail is important, as it defines the worst-case
accuracy of the location of sources of spoofed traffic.

4 DISCUSSION AND NEXT STEPS
Practical deployment. The number of possible configurations and
the size of measured catchments depends on the number of links
in an operator’s network. Our techniques will perform better on
large networks with rich connectivity; alternatively, multiple small
network operators can join efforts and coordinate announcement
configurations announcing a single prefix from all their networks
concurrently. To avoid impacting production traffic due to the sys-
tematic route changes, we envision our techniques will be run using
dedicated IP prefixes not carrying any production traffic. Dedicat-
ing multiple prefixes allows deployment of multiple announcement
configurations in parallel and deployment of more configurations
within the same time period.
Multiple attackers. Our exposition so far considers that a single or
very few ASes allow spoofed traffic. In practice, we expect these
networks will be spread across the Internet. An iterative approach is
to constrain announcement propagation (e.g., by using poisoning or
announcing to select peers) and apply our techniques to subsets of
the Internet, then gradually increase announcement propagation as
the number of networks allowing spoofed packets is reduced. More
generally, however, we plan to evaluate an approach that solves a
linear system of equations that equal the volume of spoofed traffic
observed on a peering link to the volume of spoofed traffic sent by
all networks in that link’s catchment.
Localization speed. Our techniques generate an exponential number
of configurations, which we currently choose based on our expec-
tations of how many path changes they will induce. We plan to
develop algorithms to intelligently choose which configurations to
deploy, aiming at supporting active real-time mitigation of attacks.
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