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Interdomain routing control for A
FABRIC experiments with PEERING
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Optimizing Intradomain Routes for a Service
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Connecting FABRIC Experiments to the Internet
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Connecting FABRIC Experiments to the Internet
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Connecting FABRIC Experiments to the Internet
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Connecting FABRIC Experiments to the Internet
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FABRIC routes are static.

Experiments have connectivity, but no control. Users ;



Control Announcements to Steer Traffic
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service
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Optimize Interdomain Routes for a Service

Users

Control over announcements allows us to deploy
elaborate traffic engineering solutions. Users
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Rich Research Area

!

Knobs:

e BGP prepending Jeort
® BGP communities

e Selective announcements

e Subprefix announcements

[

Superprefix announcements

Objectives for traffic engineering: ~~
e Performance
e Static configurations
e Fast failover
e Capacity constraints
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Rich Research Area
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Knobs:

e BGP prepending

® BGP communities

e Selective announcements

e Subprefix announcements
e Superprefix announcements
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B
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Objectives for traffic engineering: ™

e Performance
e Static configurations
e Fast failover
e Capacity constraints

Users

Other applications:
e Reliability
o Detouring around failures
o Avoiding congested paths
e Security
o Prefix hijacks
o Denial of service attacks
e Internet characterization
o Topology discovery
o Reverse engineering
routing policies
[
[
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What do we need to run interdomain
routing experiments?




Running Traffic Engineering Experiments

V AS47065
00.1.2.0/23

(=

Resources:
e AS number
e |P prefix
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Running Traffic Engineering Experiments

Resources: Infrastructure:
e AS number e Routers around the globe
e |P prefix
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Running Traffic Engineering Experiments
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Resources: Infrastructure:
e AS number e Routers around the globe
e |P prefix e Interconnections
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Running Traffic Engineering Experiments

3

Resources: Infrastructure: Tooling:
e AS number e Routers around the globe e Control announcements
e |P prefix e Interconnections e Ensure safety
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PEERING is a routing research testbed

Facilitates executing experiments on the Internet
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Connecting to PEERING PoPs
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Connecting to PEERING PoPs
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Connecting to PEERING PoPs
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Connecting to PEERING PoPs

BGP sessions

via VPN Peerine | ... L & oo
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=-—a  Physical Circuit
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Connecting to PEERING PoPs

BGP sessions
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Software AS47065 . .
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Connecting to PEERING PoPs
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Connecting to PEERING PoPs

BGP sessions
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Connecting to PEERING PoPs

e Connectivity with thousands of networks

Software e As much control and visibility as possible
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PEERING's Security Framework

Ensure safety




Running Traffic Engineering Experiments
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Resources:
e AS number
e |P prefix
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PEERING's Security Framework

s

Experiment

Internet
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PEERING's Security Framework

Routing
Engine

Experiment

Interpose between experiment and Internet
to enforce security

Internet

40



PEERING's Security Framework

Routing
Engine

Experiment

Control Plane

< ﬁ >§ ......... -

Announcements (control plane) and traffic (data
plane) are intercepted and inspected. Data Plane
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PEERING's Security Framework
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Control Plane

Data plane enforcement limits IP source addresses to
experiment allocations and traffic rate

Data Plane



PEERING's Security Framework

' Routing :
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Data plane enforcement limits IP source addresses to
experiment allocations and traffic rate
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PEERING's Security Framework
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PEERING's Security Framework

Routing
Engine

Control Plane
Enforcement

Control Plane

Control plane enforcement checks prefixes
and announcement properties

Data Plane



PEERING's Security Framework
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PEERING's Security Framework

Q

RYC;‘fjtteuE’er e Connectivity with thousands of networks

_ e As much control and visibility as possible

e Ensure safety, do not disrupt the Internet

Experiment
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- Control Pl
Control plane enforcement checks prefixes ontrot Plane

and announcement properties Data Plane
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Conclusion

You can control how your FABRIC experiment exchanges
traffic with the Internet

Check out PEERING at https://peering.ee.columbia.edu
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