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ABSTRACT

WhatsApp has revolutionized the way people communicate and
interact. It is not only cheaper than the traditional Short Message
Service (SMS) communication but it also brings a new form of mo-
bile communication: the group chats. Such groups are great forums
for collective discussions on a variety of topics. In particular, in
events of great social mobilization, such as strikes and electoral
campaigns, WhatsApp group chats are very attractive as they fa-
cilitate information exchange among interested people. Yet, recent
events have raised concerns about the spreading of misinformation
in WhatsApp. In this work, we analyze information dissemination
within WhatsApp, focusing on publicly accessible political-oriented
groups, collecting all shared messages during major social events
in Brazil: a national truck drivers’ strike and the Brazilian presi-
dential campaign. We analyze the types of content shared within
such groups as well as the network structures that emerge from
user interactions within and cross-groups. We then deepen our
analysis by identifying the presence of misinformation among the
shared images using labels provided by journalists and by a pro-
posed automatic procedure based on Google searches. We identify
the most important sources of the fake images and analyze how
they propagate across WhatsApp groups and from/to other Web
platforms.

CCS CONCEPTS

« Networks — Online social networks; - Mathematics of com-
puting — Network flows; « Information systems — Mobile in-
formation processing systems; Chat.

KEYWORDS

WhatsApp groups, misinformation, information dissemination, so-
cial network structure, fake images

1 INTRODUCTION

WhatsApp is a world-wide popular messaging app with more than
1.5 billion active users [2] which is currently the main messaging
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app in many countries, including India, Brazil, and Germany. Nearly
everyone with a smartphone uses WhatsApp in Brazil (about 120
million active users [15]) to keep in touch with friends and family,
do business, as well as read the news.

There are key features in WhatsApp that make this app unique.
First, any communication within the app is end-to-end encrypted,
meaning that messages, photos, videos, voice messages, documents,
status updates, and calls are only seen by those involved in the
communication. Second, WhatsApp allows users to easily create
and organize chat groups. These groups, which are limited to 256
members, are by default private, as group administrators decide
who can join them. However, a group manager may choose to share
the link to join it in websites or social networks. In such a case,
anyone with access to the link can join the group, which becomes,
from a practical perspective, publicly accessible. Finally, WhatsApp
provides features for viral spreading, allowing users to broadcast
an initial message to 256 contacts or groups or forward content to
20 contacts or groupsl.

Recent events have raised serious concerns that WhatsApp can
become a fertile ground for groups interested in disseminating
misinformation, especially as part of articulated political campaigns.
In 2018, unfounded allegations disseminated over WhatsApp have
fueled mob lynching in India that killed more than 20 people in a
two-month window [9]. The 2018 Brazilian elections experienced an
information war organized within WhatsApp where false rumors,
manipulated photos, decontextualized videos, and audio hoaxes
have become campaign ammunition and went viral on the platform
with no way to monitor their full reach or origin [15].

This paper provides a large scale investigation of information dis-

semination within WhatsApp groups. We focus on political-oriented
publicly accessible groups as we expect greater user engagement
in topics of stronger social impact. We also offer a first look into
misinformation dissemination within WhatsApp. More specifically,
we tackle the following research questions.
RQ1: What kind of content is shared in WhatsApp publicly ac-
cessible groups? Are there fake news or misinformation in these
messages? RQ2: What is the interplay between WhatsApp and
other Web platforms (i.e. social networks such as Twitter, forums,
and websites) in the dissemination of political content and, in par-
ticular, misinformation?

I The message forwarding was limited to 5 groups in India and 20 in the rest of the
world along the period this work was developed. Currently, the limit has been updated
to 5 worldwide.



To answer these questions, we first identify publicly accessible
groups related to Brazilian politics in WhatsApp, by searching the
Web and other social networks such as Twitter and Facebook for
invitation links to WhatsApp groups. These groups are suitable
for activism and political engagement, making them a potential
target of misinformation campaigns that might attempt to maximize
the audience of a story with misinformation by sharing it with
people that are engaged in supporting political candidates. We
joined those groups and gathered the content shared within them
for time periods corresponding to two major social mobilization
events in Brazil: (i) a national truck drivers’ strike? (May 215t to
June 2Nd, 2018); and (ii) the first round of the 2018 Brazilian general
elections campaign (August 16tM to October 7", 2018), with 141
and 364 groups monitored, respectively.

We start our investigation by first analyzing the content shared
and the user interactions within the monitored WhatsApp groups
to understand how users disseminate information in such environ-
ments. Our results show that images are often the most shared type
of media, and they usually carry satires, news, and activism-related
content. We also show that WhatsApp has a network configura-
tion similar to many other online social networks (e.g., Twitter
or Facebook) which connects thousands of users. Thus, it has the
potential to make any information become viral. Moreover, we ana-
lyze how the content dissemination crosses the boundary between
WhatsApp and other Web platforms.

Further, we explore the presence of misinformation campaigns in
the monitored groups. We identify misinformation in image content
by relying on two sources: (i) a Brazilian fact-checking agency;
and (ii) a proposed automatic procedure that exploits the results
of Google searches to identify images that appear in well-known
fact-checking websites. Our results show a considerable number of
images checked as containing misinformation, which was largely
disseminated in the monitored groups. We assess the occurrence of
such images in Web domains and Twitter accounts then analyze the
network of misinformation propagation. Our analyses reveal that a
few groups are the most responsible for disseminating images with
misinformation. Moreover, by comparing the timestamps when an
image first appeared on WhatsApp (as captured by our data) and
on other Web applications, we find that WhatsApp was the primary
source of 30% of the identified images containing misinformation.

The remainder of the paper is organized as follows. Next section
discusses related work. Then, Section 3 details our methodology
and summarizes the data gathered. Section 4 characterizes the con-
tent, the network structure of the groups we monitored and how
information propagates in such groups. Section 5 presents our main
results on the dissemination of misinformation in those groups.
Finally, Section 6 concludes the paper.

2 RELATED WORK

Fake news have encountered a suitable means for fast, cheap, and
easy dissemination in social media systems. Indeed, these platforms
have been a main vehicle for public opinion manipulation and
fake news dissemination [19, 21, 25]. Studies during the 2016 U.S.
presidential election campaign observed a strong correlation of the

2This was a massive event, with strong political connotation, that affected the whole
country, paralyzing many economic and social sectors of the nation.

number of visits to fake news websites (i.e., sites that deliberately
publish hoaxes and misinformation) and aggregate voting patterns
at state and county levels [7].

Social bots are one of the most common types of manipulation
attack, emulating real users, posting content and interacting with
real users and other bots [5, 16]. They were used on Twitter during
the 2016 U.S. presidential campaign to manipulate discussion [1]
reaching about 20% of all posts about presidential elections. Another
misinformation campaign was observed during the 2017 French
presidential election, in which bots’ posts with unauthentic docu-
ments about a candidate quickly spread on Twitter two days before
the final voting [4]. Facebook was also a target of misinformation
spread aiming at influencing American voters during the 2016 pres-
idential campaign. Using Facebook Ads platform, groups linked
to the Russian Intelligence Research Agency (IRA) bought about
3,000 ads linked to 470 user accounts targeting voters from the
swing states [12, 21]. Since then, Facebook has performed mea-
sures to mitigate fake news dissemination such as removing fake
accounts related to political movements and working directly with
fact-checking websites [13]. However, fake news is not only dis-
seminated exclusively by social bots or through ads but also by
real users. A recent study analyzed over 126,000 cascades of fact-
checked news stories on Twitter, finding that fake news was 70%
more likely to be retweeted than true stories, and humans are more
likely to spread fake news than bots [25].

More recently, WhatsApp has also become a powerful tool to
influence people during political campaigns, especially in countries
in South America, Africa, and Southeast Asia. In these locations,
WhatsApp groups constitute the majority of online communication,
enabling politicians to reach a larger share of voters, even those re-
siding in areas with precarious Internet connectivity. Other features
that make communication via WhatsApp attractive for this kind of
marketing are: it is cheaper, messages are often not contextualized
and it can be used to target small groups with specific messages
[20, 23]. This was observed in Brazil, where family groups were
responsible for 51% of the dissemination of fake news on WhatsApp
during the period of the 2018 presidential elections [10]. Because of
the end-to-end encryption, it is hard to track the dissemination of
misinformation in such platforms. Yet, recent efforts have gathered
and analyzed data from WhatsApp chat groups [8, 20], focusing
on textual interactions in these groups. Our present effort provides
a deeper understanding of the content exchanged in WhatsApp,
unveiling, among other findings, the spread of misinformation cam-
paigns through images in the platform.

3 METHODOLOGY

In this section, we present how we gathered data of WhatsApp
groups and the methods used to process and analyze it.

3.1 Data Collection

As a first step of our data collection, we had to identify a consid-
erable number of publicly accessible groups. To that end, we used
the URL pattern "chat.whatsapp.com", which is commonly used
in invitations to join WhatsApp groups, as a search query and
submitted it to Google, Twitter, and Facebook search engines. We
restricted our search space to groups related to Brazilian politics,



by including in each search query a word from a dictionary related Table 1: Overview of our datasets.

to the 2018 Brazilian electioAsThis dictionary contains the name Truck Drivers' Strike | Election Campaign
of politicians, political parties, as well as words associated with #Groups 141 364
political extremism. Finally, we performed a manual inspection of #Total Users 5,272 18,725
the collected group names to Iter out those unrelated to politics. #Total Messages 121,781 789,914
In total, we found 3,444 distinct links for publicly accessible groups, #Text Messages 95,424 591,162
out of which only 1,828 were valid (i.e., unbroken). #lmages 11,610 110,954

As a second step, we selected a number of valid groups to moni- #Videos 9,752 73,310
tor. This monitoring involves joining each group using a cell phone. #Audios 4,995 14,488
Thus, the number of groups (see Section 3.3) monitored was con- #URES 11,728 92,654

strained by the available devices and their resources (memory). We
joined each selected group using our available cell phones and a
tool developed by Garimellat al.[8]. We then periodically down- 215! to June2"d 2018); and (ii) the rst round of the 2018 Brazil-
loaded all data shared in each group and stored them in a database.ian presidential elections campaign (Augusg" to October7th
Speci cally, stored data can be grouped into: images, videos, audio 2018). The truck drivers' strike was a stoppage of autonomous truck
messages, external links, and text messages. From each message, werivers all over Brazil. The strikers began a mobilization through
extracted its group name (i.e., the group the message was posted), atheir leaders in social networks, expressing against frequent adjust-
group ID, a user ID, and timestamp. That is, we mapped telephone ments and without minimum predictability in fuel prices, especially
numbers and user names onto unique user identi &reiscarding diesel, made by the state-owned company Petrobra$e shut-
the original information afterwards. For the media messages, we down and blockades of highways i#4 states and in the Federal
also downloaded their respective les and used their lenames as a District caused the unavailability of food and medicine around the
reference to the message. country, shortages and high gasoline prices, with long queues to
As we will show in Section 3.3, images are the most frequent fuel. We analyze the data collected for each aforementioned period
type of mediacontent in our collected data, as well as an important  as a separate dataset, contrasting our ndings across periods.
source of misinformation. Thus, we delved further into the images Table 1 provides an overview of our two datasets, showing the
shared on the monitored groups and developed a tool to collect Web total number of messages shared as well as the number of messages
pages in which those images have appeared. The tool exploits the per type of content (tex, image, video and audios). Note that most
capability of searching for images provided by Google search, where shared messages are indeed textual content, but image is the most
a user can submit an image as query, and obtain as result webpages frequent type ofmediacontent in both datasets, reaching roughly
that include matching images along with their post dates. As will  10%and 15%of all content shared in the monitored groups during
be discussed in Section 4, this information allows us to analyze the strike and election period, respectively. Note also the large
temporal sharing patterns such as the time interval between rst  number of links to websites (last row) present in the text messages.
appearance of an image on WhatsApp and on the Web. We shared a sample of our dataset to a set of journalists which
In order to explore the content veracity of the images shared in  led to wide press coverage. Particularly, a BBC sfonyanually
the groups, we extended the tool to automatically identify whether  analyzed the popular content from the truck drivers' strike data
each image had been previously checkedaseby a number of and suggested that it was organized in a decentralized way through
fact-checking websites. We further elaborate on this process in  WhatsApp groups. Audios were often used to call truck drivers

Section 5.2. to join and remain in the strike, while videos and images were
used to disseminate scenes of the strike and its consequences in
3.2 Data Limitation di erent cities. Similarly, another BBC stofyanalyzed popular

content collected during a week of the electoral period, reporting

the political debate in WhatsApp. Also, it proposes a methodology _prgsence of misinformation in di erent kinfjs_ of conten_t, but mainly
to infer which identi ed publicly accessible groups are related to N images. They reported audios describing conspiracy theories,
politics. Unfortunately, we are not aware of an approach thatwould Manipulated photos, fake polls, attacks to the traditional media and
allow us to assess the representativeness of our data as even the!© famous personalities, as well as the instigation of hate, especially
total number of groups available in the country it of public against LGBT and feminists.
knowledge. We emphasize, though, that all sensitive information
(i.e., user names and phone numbers) weogstored in our dataset. 4 MESSAGE CONTENT AND DISSEMINATION

In this section, we characterize the content of the messages, the

3.3 Events Captured in our Dataset network structure of the groups as well as the temporal patterns of
message sharing in our datasets.

To our knowledge, this work is the rst e ort that aims to explore

Our data collection focuses on the time period of two major social

mobilization events in Brazil: (i) a national truck drivers' strike (May
Shttp://www.petrobras.com.br/en/

- 60nly messages that are entirely composed of textual content are counted as text

Shttps://goo.gl/PdwAFV messages.

“Throughout the paper we refer to such identi ers as users. Yet, they are indeed unique ~ ’ https://www.bbc.com/portuguese/brasil-44325458

telephone numbers, as we are not able to identify multiple devices of the same user.  8https://www.bbc.com/portuguese/brasil-45666742
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4.1 Media Content and URLS

As our rstanalysis, we focus on the content shared, notably media
content (audios, videos, and images). We also brie y discuss the

presence of URLs in textual messages. The discussion is based on

Table 1 as well as on Figure 1, which shows the complementary
cumulative distribution of the number of messages of di erent
media types shared per day, across all monitored groups.

4.1.1 URLs and Webpage domakssshown in Table 1, a total of

11,728 URLs were shared (as part of text messages) in the monitored

groups during the truck drivers' strike period. During the election

campaign, this number reached 92,654 URLs. They correspond to

8%and 9%of the total amount of messages we gathered for each
period, respectively. The nature of these URLSs varies from links to
news websites, blogs, entertainment, and other social networks to
even links to other WhatsApp groups. Als69%of all URLs shared
during the truck drivers' strike period are unique. This fraction
drops to45%during the election campaign, indicating less diversity
and more repetition of the links during that period.

4.1.2 AudiosOur datasets contain 4,995 and 14,488 audio mes-
sages during the truck drivers' strike and election campaign periods,
respectively, which correspond té%and 2%of all messages gath-
ered during each respective period. As shown in Figure 1, audio
is the least frequent media type shared in the monitored groups.
For example, during the truck drivers' strike, up to 450 audios were
shared daily, ir60%of the days (see Figure 1(a)). During the election
campaign period, up to 500 audios were shared in the same fraction
of the monitored days. Note however that, this number reached a
peak two days before the election day, with 1,002 audio messages
shared on all monitored groups.

4.1.3 Videodn total, 9,752 videos were shared during the truck
drivers' strike, which corresponds t8%of all messages shared
during the period. Also, according to Figure 1, up to 800 videos
were shared daily ir60%of the days, reaching up to 1,578 videos
on a single day. During the election campaign period, 73,310 videos

(a) Truck Drivers' Strike (b) Election Campaign

Figure 1: Numbers of daily messages with media content
shared on all groups.

Table 2: Image categories used to label the sampled images.

Category Description

Political Information about a candidate or party

News News information with a quote

Advertising | Advertisement of product, service or company

Satire Humorous content regarding current events

Inappropriate| lllicit products, violence, hate speech or pornographic content
Activism Popular movements and protests

Opinion Expression of a personal opinion or comment

Others Image does not tin any other category

given the will of their participants. For example, as in other Web
systems, WhatsApp groups are susceptible to spam activity (e.qg.
advertisements or inappropriate content). To understand the kinds
of images shared on our selected groups, we rst categorize the
images by performing content labeling and analyze the distribution

of images across categories. We also discuss the appearance of the
same images on other websites and social networks.

4.2.1 Content Labeling/e asked three volunteers to label a sam-
ple of the most shared images during each period. The sample from
the truck drivers' strike period contains a selection of the t@8®
most shared images on each day, with a ta220images. For the
election campaign period, the sample contains the tifdmost
shared images, considering the whole monitored period. In order to

(9% of all messages) were shared in total, with 1,300 videos beingidentify duplicates of the same image, we used therceptual Hash-

shared daily in 60% of the days (up to 5,052).

4.1.4 Image#s mentioned, images represent the most popular
media content shared on the monitored groups, with a total of
11,610 images (almost 10% of all messages) and 110,954 imag
(15%) shared during the truck drivers' strike and election campaign

ing (pHashplgorithm [17] to calculate a ngerprint for each image.
We were then able to group images having the same hash-values
based on human eye perception as duplicates.

A taxonomy guideline document with instructions was given to
®%e volunteers with the following directions: (i) observe an image
and, read the text on it, if available; (i) if there is a text, check the

periods, respectively. According to Figure 1, this higher frequency  existence of any citation to a website or other source; (iii) check
happens on a daily basis. Up to 1,000 and 2,000 images were shareg the following content types are present in this posRolitical

in 60% of the days during the truck drivers' strike and during the
election campaign, respectively. Even more, in about 5% of the days,
the number of images shared on the groups on a single day exceeded
1,350 and 6,100 in the two periods. For the election campaign (the
latter), these days are in the week before the election day.

Given the popularity of images, we next deepen our analysis of
the dissemination of type of content in the monitored groups.

4.2 Characterizing WhatsApp Images

A WhatsApp group is usually meant to be a space for discussions

about a speci ¢ subject such as politics, education, games. How-

ever, the content shared itself may diverge from the group subject
4

Content; News; Advertising; Opinion; Satire; Activisthidentify
possible inappropriate, o ensive or even illegal content by checking
for the presence obissemination of Hate; Violence; or Promotion of
lllicit Products as Inappropriate Conteg) you can classify a post
with more than one category (e.g., News and Political Content) or
none of them; and nally (vi) if you cannot t the image in any of
the listed categories or are unable to establish its category, label
the image athers Table 2 lists the categories used to label the
sampled images.

After each of the three volunteers annotated each image accord-
ing to the categories in Table 2, we measured the inter-annotator
agreement in terms of th&leiss's [6]. We assumed that consensus



(@) Truck Drivers' Strike
Figure 2: Distributions of image categories.

(b) Election Campaign

was reached if the null hypothesis of negative or no agreement
= 0 can be rejected. Since the same image may t more than
one category, we applied the test individually for each category,
averaging the scores obtained. The test result for ti#therscate-
gory indicated a poor agreement for the sample collected during
the election campaign period. This result was then disregarded.
Overall, we obtained moderate agreement among the annotators
for both periods, with average equal to 0.6 and 0.42 for the truck
drivers' strike and election campaign samples, respectively. This

(a) Truck Drivers' Strike (b) Election Campaign

Figure 3: Most popular domains for images shared on
WhatsApp publicly accessible groups.

Table 3: Sharing of images on monitored WhatsApp groups.

Truck Drivers' Strike Election Campaign
Mean | Std. Dev| Max || Mean | Std. Dev| Max
#lmages per Group 91 143.250 | 1,011|| 345 580.531 | 4,320
#Users per Group 17 21.745 | 110 || 34 41.347 | 211
#lmages per User 5 10.831 | 197 10 32.322 | 1,612
#Shares for Image (total) 1 1.978 58 1 4512 125

4.3 Network Structure

result is reasonable given that some categories are very broad and In this section, we analyze sharing patterns of images on the se-

distinctions are somewhat blurred. In the following, we assume
that an image belongs to a category if at least two of the annotators
agreed upon that category.

Figure 2 shows the distributions of the image categories in each
sample. In both periods, most images are related to polith&6
during the truck drivers' strike andB0%during the election cam-
paign). The large fractions of satire and activism during the truck
drivers' strike are also worth noting: we observed a lot of memes
about the movement and messages supporting the truck drivers. A
small fraction of images shared during that period contains adver-
tisement. In contrast, images with opinions from personalities were
much more popular during the election campaign, corresponding
to 20% of all images in our sample. News and images with activism
were also frequently shared during that period, but no image in our
sample contain explicit advertisements.

4.2.2 WhatsApp Images on other Websiddssnow analyze the
extent to which the images shared on our monitored WhatsApp

groups have also appeared on other websites including social net-

lected WhatsApp groups by studying the structure of the networks
that emerge from the participation of users in di erent groups. To
better understand this network structure, we rst discuss some key
measures related to the sharing of images within each group. For
each period, Table 3 presents averages, standard deviations, and
maximum values of the numbers of images shared by each user
and within each group as well as number of users sharing images
in each group and the total number of times each image was shared
(across all groups). Overall, all averages are larger for the election
campaign period. Although some di erences may be (partially)
credited to a longer monitoring period, we note that the intensity
of image sharing per user was indeed higher during the campaign,
with an average twice as larger and a peak eight times as larger
than in the strike period. Similarly, we do observe a signi cant
increase in the number of users sharing images in the groups. Note
however that most images are shared only a few times (once, on
average), as only a few images are widely shared. Interestingly, we
found that the groups with the largest number of images shared
during the strike (Resenha Politicawith 1,011 images) and during

works and blogs. We do so by searching for the observed images the election campaign#BOLSONARO PRESIDENwWih 4,320
using the Google Images search engine, as discussed in Section 3.1mages) are indeed the groups with the largest numbers of users

Figure 3 shows the most popular domains returned by Google
Images for the images shared in each monitored period. Notice that

sharing this type of content (110 and 211, respectively).
We modeled the interactions across groups by means of two

online social networks like Twitter, Facebook, Aminoapps, and Pin- network models, one at the group level and one at the user level.
terest are among the most frequent domains where the images were That is, we built agroup networkvhere each node represents one
also posted, for both periods. Similarly, image apps like Deskgram monitored group and edges are added connecting groups that have
and Twgram as well as Blogspot are popular domains, especially at least one member in common sharing image content. Figure 4
the latter, suggesting that a large fraction of image content shared shows the group networks built for each monitored period. The
on WhatsApp groups may indeed have blogs as possible sources.size of each node represents the number of users who shared im-

TrendsMap, a website that shows visualizations of the trends on
Twitter, was popular for images shared during the election cam-
paign period, while more than 10% of the images shared during the
truck drivers' strike period also appeared on YouTube, as thumb-
nails of videos.

age content in the group. Although many groups are somewhat
isolated or weakly connected to the rest, we do note the presence
of several clusters of groups which are strongly interconnected by
sharing many members in common. This may facilitate the ow of
information across group boundaries.






	Abstract
	1 Introduction
	2 Related Work
	3 Methodology
	3.1 Data Collection
	3.2 Data Limitation
	3.3 Events Captured in our Dataset

	4 Message Content and Dissemination
	4.1 Media Content and URLs
	4.2 Characterizing WhatsApp Images
	4.3  Network Structure
	4.4  Propagation Dynamics

	5 Misinformation on WhatsApp
	5.1 Labeling with a Fact-Checking Agency
	5.2 An Automatic Methodology for Finding Misinformation
	5.3 Images with misinformation on WhatsApp and on the Web

	6 Concluding Remarks
	References

