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ABSTRACT

Recently, there have been many research efforts aiming to under-
stand fake news phenomena and to identify typical patterns and
features of fake news. Yet, the real discriminating power of these
features is still unknown: some are more general, but others per-
form well only with specific data. In this work, we conduct a highly
exploratory investigation that produced hundreds of thousands of
models from a large and diverse set of features. These models are
unbiased in the sense that their features are randomly chosen from
the pool of available features. While the vast majority of models
are ineffective, we were able to produce a number of models that
yield highly accurate decisions, thus effectively separating fake
news from actual stories. Specifically, we focused our analysis on
models that rank a randomly chosen fake news story higher than a
randomly chosen fact with more than 0.85 probability. For these
models we found a strong link between features and model predic-
tions, showing that some features are clearly tailored for detecting
certain types of fake news, thus evidencing that different combi-
nations of features cover a specific region of the fake news space.
Finally, we present an explanation of factors contributing to model
decisions, thus promoting civic reasoning by complementing our
ability to evaluate digital content and reach warranted conclusions.
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« Human-centered computing — Social media; « Applied com-
puting — Sociology.
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1 INTRODUCTION

More than a decade after their emergence, social media systems
are used by over a third of the world’s population [13]. These
systems have significantly changed the way users interact and
communicate online, spawning a whole new wave of applications
and reshaping existing information ecosystems. In particular, social
media systems have been dramatically changing the way news is
produced, disseminated, and consumed in our society.
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These changes, however, started an actual information war in
the few last years, favoring misinformation campaigns, reducing
the credibility of news outlets in these environments [35], and
potentially affecting news readers opinions on critical matters for
our society. Misinformation, spin, lies and deceit have of course
been around forever, but the emergence of fake news has quickly
evolved into a worldwide phenomenon, and while there are efforts
attempting to better comprehend this phenomenon [14, 20], it is
not surprising that most existing efforts are devoted to detecting
fake news [9, 37, 39, 41]. Typically, most of these efforts reduce the
problem to a classification task, in which news stories are labeled
as fact/fake and supervised learning is then used to separate fact
from fake with a model learned from the data. Fake news detection
gained traction and attention, especially in assisting fact checkers
to identify stories that are worth investigating [17, 28].

Despite the undeniable importance of the existing efforts in
this direction, they are mostly concurrent work, which propose
complementary solutions and features to train a classifier, providing
hints and insights that are rarely or never tested together. Little
is known about the discriminating power of features proposed in
the literature, either individually or when combined with others.
Some may be adequate for pinpointing specific types of fake news,
while others are more general but not sufficiently discriminating.
Moreover, while explaining the decisions made by the proposed
models is central to understand the structure of fake content, this
discussion is often left aside. In this work, we address all of these
issues.

In particular, we want to provide answers to the following ques-
tions. How hard is the detection task? Do we really need all these
features, or should we focus on a smaller set of more representative
features? Is there a trade-off between feature discriminating power
and robustness to pattern variations? Is there a clear link between
features and the type of fake news they can detect?

To answer these questions, we first conduct a systematic survey,
identifying existing features for fake news detection and propos-
ing new ones. This results in almost 200 features to consider. To
implement and evaluate these features, we used a public dataset
recently released by BuzzFeed that was enhanced with Facebook
commentaries on labeled news stories [32]. Since the considered
features may have a variety of complex nonlinear interactions,
we employ a classification algorithm with significant flexibility.
Specifically, we chose a fast and effective learning algorithm called
extreme gradient boosting machines, or simply XGB [7]. Finally,
we performed an unbiased search for XGB models, so that each
model is composed of a set of randomly chosen features. We enu-
merated roughly 300K models, enabling us to perform a unique
macro-to-micro investigation of the considered features.
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Findings: Our analysis unveil the real impact of a sleigh of features
for fake news detection. Particularly, our results show that:

Our unbiased model exploration reveals how hard is fake
news detection, as only 2.2% of the models achieve a detec-
tion performance higher than 0.85 in terms of the area under
the ROC curve (or simply, AUC);

We found that among the best models, some features appear
up to five times more often than others;

We distinguish a small set of features that are not only highly
effective but also contribute the most to increasing the ro-
bustness of the models;

We place models in a high dimensional space, so that models
that output similar decisions are placed close to each other.
We then cluster the model space, and a centroid analysis
reveals that prototype models are very distinct from each
other. Our cluster analysis by AUC reinforce these results.
For centroid prototypes, we present an explanation of fac-
tors contributing to their decisions. Our findings suggest
that models within different groups separate fake from real
content based on very different underlying reasons.

Additionally, our effort provides other valuable contributions
as we survey a large number of recent and related works and we
attempt to implement all previously explored features to detect fake
news. We also proposed novel features which showed to be useful
for the best models we generated. On the other hand, we emphasize
that this paper is not about proposing the best combination of
features or the best XGB model, but about investigating features’
informativeness and simple models that can be generated from
them, as well as using these models to explain predictions made for
news stories.

The rest of the paper is organized as follows. Section 2 presents
the background, including important definitions, related works
and an overview of the main features for fake news detection pro-
posed in the literature. In Section 3, we describe our experimental
methodology proposed for this work. We then present and discuss
our results and their implications in Section 4. Finally, we present
in Section 5 concluding remarks and directions for future work.

2 BACKGROUND AND RELATED WORK

We begin by providing important definitions used in our work,
then we describe our effort to survey existing works that propose
features for detecting fake news.

2.1 Definitions

Fake news is a topic that still lacks a clear or universally accepted
definition. In this work we adopt the definition of fake news and
fake news detection used in previous works [2, 35].

Definition 2.1. (Fake News) “is a news article that is intentionally
and verifiable false".

Definition 2.2. (Fake News Detection.) Given an unlabeled
piece of news a 2 A, a model for fake news detection assigns
a score 5,@" 2 »0; 1.. indicating the extent to which a is believed to
be fake. For instance, if S,,a°" >S5 a” al is more likely to be fake
than a according to the model. A threshold T can be defined such

that the prediction function F : A ¥ ffake; not fakeg is

fake ifS,a" > 1,
not fake otherwise.

Fa" =

2.2 TFeatures for Fake News Detection

Broadly speaking there are two kinds of efforts to tackle the fake
news problem. The first kind aims at better comprehending the
phenomenon [20, 40]. Particularly, Vosoughi et al. [40] shows that
fake news tends to spread faster than the real news. Lazer et al. [20]
call for an interdisciplinary task force to approach this complex
problem. The second kind of existing efforts comprises those that
propose solutions to the problem or provide insights on how to
detect fake news, i.e. discussing typical patterns that can be used
as features. For instance, Pérez-Rosas et al. [25] conduct a set of
learning experiments to build accurate fake news detectors using
linguistic features. Similarly, Volkova et al. [39] build linguistic
models to classify suspicious and trusted news. Overall, most of
the existing efforts in this space are concurrent work which use
specific data and feature sets to train classifiers without providing
clear guidelines on which features are useful to detect and explain
fake news.

The literature is quite broad if we consider efforts related to in-
formation credibility, rumor detection, and news spread. Next, we
conduct a systematic survey on these efforts aiming to identify the
features proposed by them. Table 1 presents a summary of this sur-
vey along with some of techniques used to extract those features. At
a high-level, we can categorize features explored in previous works
as follows: (i) features extracted from news content (e.g. language
processing techniques) [15, 39, 42, 43]; (ii) features from source
(e.g. reliability and trustworthiness) [21]; and finally (iii) features
extracted from the environment, which usually involves signals
extracted from the social network repercussion and spread [8].

Overall, our work provides contributions that encompass the
two kinds of efforts previously described, since (i) we provide a
better understanding of the fake news phenomena by explaining
how these features are used in the decisions taken by computation
models designed to detect fake news, and (ii) we evaluate the use
of machine learning with different combinations of features. Our
survey on existing features is also an important contribution on its
own.

3 METHODOLOGY

In this section, we describe the dataset used in this work as well
as implementation details for a large set of features for fake news
detection. In addition to features from previous works, we propose
anovel set of features for fake news detection that includes features
that measure text quality. Finally, we describe our experimental
setup and present our framework for quantifying the informative-
ness of features for fake news detection.

3.1 Dataset

Most of the existing efforts to detect fake news are limited by the
data they use. Ideally, to implement all features from previous ef-
forts we would need a dataset that contains for each news story
labeled by specialists, their textual content, information about their
sources, and about the dissemination of these news, particularly



Feature Set
Language Structures (Syntax)

Extracted from... Techniques mostly used References
Sentence-level features, such bag-of-words approaches, n-grams", part{8f-19, 27, 31, 35, 42]
speech (POS tagging)
Character level and word-level features, such as number of words, charadtdfs 5, 6, 15, 18, 27, 29, 35, 42, 43
per word, hashtags, similarity between words, etc
Moral foundation features [39]

Indicators of manipulation and image distributions [16]

Additional signals of persuasive language such as anger, sadness, ett &l 19, 31, 39, 40]
indicators of biased language

Word embeddings, n-grams™ extensions, topic models (e.g. latent Diric
allocation (LDA)), contextual informations

Lexical Features
News Content

Moral Foundation Cues
Images and Videos
Psycholinguistic Cues

Semantic Structure hi¢h, 8, 9, 12, 31, 41 43]

Subjectivity Cues Subjectivity score, sentiment analysis, opinion lexicons 27,31, 39]
News Source Bias Cues Indicators of bias (e.qg. politics), polarization 29]
Credibility and Trustworthiness| Estimation of user” perception of source credibility 6, 34, 35]
Engagement Number of page views, likes (on Facebook), retweets (on Twitter), etc | [6, 11, 12, 15, 18, 33, 35, 37, 40]

Network Structure
Temporal Patterns and Novelty
User" Information

Environment
(Social Media)

6,9, 12,15, 18, 27,33 35, 38 40
6,11, 12, 19, 33 35, 38, 40]
, 15,19, 27, 29, 33 35, 37, 38, 40]

Friendship network, complex network metrics
Time-series, propagation, novelty metrics

Users' pro les and characteristics across individual Tevel and group lej/d
(e.g. their friends and followers)

Table 1: Overview of features for fake news detection presented in previous work.

in social media systems. We use a recently created dataset, namedby a news source when releasing it in online social networks. For
BuzzFaced?, with almost all of these characteristics. It consists of news articles embedded in images and videos, we applied image
2,282 news articles related to the 2016 U.S. election labeled by Buzprocessing techniques for extracting text shown on them. In to-
zFeed journalists3g. The BuzzFace dataset consists of an enriched tal, we evaluated 141 textual features. The main feature sets are

version of the one created by BuzzFeed, with over 1.6 million com- described next.

ments associated to the news stories as well shares and reactions Language Structures (SYNT, for syntax). We implemented 31

from Facebook users.
The news stories in the dataset are labeled into four categories:
mostly true, accounting to 73% of all news articles, mostly false

(4%), mixture of true and false (11%) and non-factual (12%). For.

simplicity, we discarded the non-factual content and merged the
mostly false with the mixture of true and false into one single class,
referred as fake news 349out of 2; 018stories). The rationale is
that stories that mix true and false facts may represent attempts to
mislead readers. Thus, we focus our analysis into understanding
how features are able to distinguish two classes, true and fake news.

Note: A typical pre-processing step is to separate factual from non-
factual content. This task is easier than classifying factual data as
fake or true since it is not necessary to check the veracity of the
information using external sources. For illustration purposes, we
conduct a small experiment to evaluate the accuracy of X@B [
when discriminating factual and non-factual news using the fea-
tures that will be described in Section 3.2. Our simple classi er
performed very well, yielding 0.882.024 of AUC. It is possible
to achieve even higher performance levels by choosing features
better tailored for this task. For this reason, this work assumes
that non-factual data was already removed and only factual data is
used as input. The alternative approach is to consider a multi-label
classi cation problem, but this has the potential to increase the
number of instances that need to be veri ed by an expert.

3.2 Our Implementation of Features for Fake
News Detection

Next, we brie y describe how we implemented or adapted the
features summarized in Table 1. In total we considered 172 features
for fake news detection.

3.2.1 News Content/e consider as news content not only the
news story but also its headline and any message that was posted

sentence-level features, including number of words and syllables
per sentence. Features also include indicators of the word categories
(such as noun, verb, adjective). In addition, to evaluate writers' style
as potential indicators of text quality, we also implemented features
based on text readability [10].

Lexical Features (LEXI). We implemented 59 linguistic features,
including number of words, rst-person pronouns, demonstrative
pronouns, verbs, hashtags, all punctuations counts, etc.

Psycholinguistic Cues (PSYC). Linguistic Inquiry and Word Count
(LIWC) [24 is a dictionary-based text mining software. We use its
latest version (2015) to extract 44 features that capture additional
signals of persuasive and biased language.

Semantic Structure (SEMA). We implemented semantic features,
including the toxicity score obtained from Google's APIThe API
uses machine learning models to quantify the extent to which a
text (or comment, for instance) can be perceived as toxic". We did
not consider strategies for topic extraction since the dataset used
in this work was built based on news articles about the same topic
or category (i.e. politics).

Subjectivity Cues (SUBJ). Using TextBlob's AP}, we compute
subjectivity and sentiment scores of a text.

3.2.2 News Sourcko extract features from news source, we rst

parsed all news URLs and extracted the domain information. When
the URL was unavailable, we associated the o cial URL of news
outlet to news article. Therefore, we extract 8 (eight) indicators of
political bias, credibility and source trustworthiness, and use them
as detailed next. Moreover, in this category, we introduce a new

Lhttps://www.perspectiveapi.com/#/
2http://textblob.readthedocs.io/en/dev/



set composed by 5 ( ve) features, called domain localization (see We also proposed other features such as toxicity and readability to
below). assess the writing style of news stories. Later on we show that some

Bias Cues (BIAS).We use the political biases of news outlets from of these features were proven valuable for fake news detection.

BuzzFeed dataset as a feature.

Credibility and Trustworthiness (CRED). Inthis feature set, we 3.3 Unbiased Model Generation
introduce 7 (seven) new features to capture aspects of credibility .
(or popularity) and trustworthiness of domains. We collect, using 1 N€ exact approach to assess the real impact of features for fake
Facebook's AP| user engagement metrics of Facebook pages that news detection would require the exhaustive enumeration of all
published news articles (i.e. page talking about count and page fan POSSible combinations of features, so that one model is obtained
count). Then, we use the Alexa API to get the relative position of OF €ach combination in the power set. Obviously, inspecting all
news domain on the Alexa Rankirfg Furthermore, using this same possible subsets of features is computationally prohibitive. Instead,
API, we collect Alexa’s top 500 newspapers. Based on the hypothesis W& Sample the model space by randomly selecting the features that
that some unreliable domains may try to disguise themselves using COMPose a model. More precisely, we begin by enumerating all
domains similar to those of well-known newspapers, we de ne the POSSible 1-feature and 2-feature models (172 and 14,706 models,
dissimilarity between domains from the Alexa ranking and news ~ eSPectively). Next, we take each of the 2-feature models and in-
domains in our dataset (measured by the minimum non-zero edit C¢lUde one new feature chosen uniformly at random, so as to build
distance) as features. Last, we use indicators of low credibility of 3-féature models. This step is repeated until we reach models com-
domains compiled in [34] as features. posed of 20 features (a total of 294,292 models). In each step we
) ] ) ) ensure that each feature is included the same number of times and
Domain Location (DOML). Ever since creating fake news became  {hat no feature appears twice within the same model. This compen-

a pro table job, some cities have become famous because of resi-sates for the smaller number of few-feature models by keeping the
dents who create and disseminate fake neWsn order to exploit number of models constant regardless of the number of features.

the information that Domain localization could carry, a pipeline was

built to take each news website URL and extract new features, such

as IP, latitude, longitude, city, and country. First, for each domain, 3.3.1 Classification Algorithrithe features we consider may have
the corresponding IP was extracted using the traceroute Linux com- a variety of complex nonlinear interactions. Capturing these inter-
mand. Then the ipstack API is used to retrieve the location features. actions requires a classi cation algorithm with signi cant exibility.
Although localization information (i.e. IP) has previously been used For this reason, we chose a learning algorithm called gradient boost-

in works that exploit bots or spam detectior2ff, to the best of our ing machines. The main idea of gradient boosting machines is to
knowledge there are no works that explore this data in fake news combine multiple models into a stronger one. More speci cally,
detection context. models are iteratively trained so that each model is trained on the

errors of the previous models, thus giving more importance to the
di cult cases. At each iteration, the errors are computed and a
model is tted to these errors. Finally, the contribution of each base
model to the nal one is found by minimizing the overall error of
Engagement (ENGA). We use number of likes, shares and com-  the nal model. Fitting the base models is computationally chal-
ments from Facebook users. Moreover, we compute the number of |enging so we used a recent, high performance implementation of
comments within intervals from publication time (900, 1800, 2700, gradient boosting machines, called XGBoost (or simply, XGB) [7].
3600, 7200, 14400, 28800, 57600 and 86400 seconds), summing up to

12 features.

3.2.3 Environment (Social Media$.indicators of user engage-
ment and temporal patterns, we use information from Facebook.
Next, we detail the 21 features from this category.

3.3.2 Evaluatiorin order to evaluate how accurate the learned
models are, we employ the standard area under the ROC curve
(AUC [4]), which takes into account the sensitivity-speci city trade-
0 . Basically, the AUC is an estimate of the probability that a model
3.2.4 Novel and Disregarded Featubespite our e orts to in- will rank a randomly chosen fake news case higher than a randomly
clude all the features described before, a few of them could not be chosen fact case. The AUC is robust to class imbalance and considers
included for various reasons. First, BuzzFace does not contain in- all possible classi cation thresholds.
formation related to network structure (i.e. Facebook connections). For each model, we performed a 5-fold cross-validation. The
Additionally, some features, such as those extracted from images dataset is partitioned into ve partitions, out of which four are used
and videos were used in related problendg], but are out of the as training data, and the remaining one is used as the validation-
scope of this work as our dataset contains mostly textual data. set. The process is then repeated ve times with each of the sets
More importantly, 19 of the previously described features are used exactly once as the validation-set, thus producing ve results.
novel. In particular, we proposed all features related to domain, Hence, the reported AUC values are averaged over the ve runs.
including IP, latitude, longitude, city, county, and domain credibility.  Further, we employ the mean absolute deviation (or simply, MAD)
o in order to get a sense of how spread out the AUC values are
https://developers.facebook.com . .
“ttps:/www.alexa.com through the ve validation sets. Therefore, for each model we have
Shttps://www.bbc.com/news/magazine-38168281 an estimate of its predictive accuracy and variability.

Temporal Patterns (TEMP). To capture temporal patterns from
user commenting activities, we compute the rate at which com-
ments are posted for the same time windows de ned before.
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