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Introduction
● Programmers often resort to online code examples during software 

development.

● Using APIs properly is a key challenge in Programming.

● None studies have investigated the reliability of online code examples in the 

sense that a code example may lead to API usage violations.

● Developers often search online for code examples to learn APIs.



Introduction
● Limitations

○ Programmers can only inspect a handful of search results. 
○ Individual code examples may suffer from 

■ Insecure coding practices 
■ Unchecked obsolete usage 
■ Low readability



Introduction
● This paper presents an empirical study on the prevalence and severity of API 

misuse on Stack Overflow.
○ Aims to assess the reliability of Stack Overflow posts by contrasting code examples against 

desirable API usage patterns mined from GitHub.

● Was designed API usage mining technology, the EXAMPLECHECK.
● Was targeted one hundred Java and Android APIs that are popular and have 

corresponding posts in Stack Overflow. 
● Was inspected all patterns inferred by EXAMPLECHECK, create a data set of 

180 desirable API usage patterns for the 100 APIs, and study the extent of 
API misuse in Stack Overflow posts.



Introduction
● Out of 217,818 SO posts relevant to our data set, 31% contain potential API 

misuse that could produce symptoms such as program crashes, resource 

leaks, and incomplete actions. 

● Such API misuse is caused by three main reasons:
○ Missing control constructs, missing or incorrect order of API calls, and incorrect guard 

conditions.

● 29% of recognized posts—those accepted as correct answers or endorsed by 

other programmers—have potential API usage violations, while 34% 

unrecognized posts have API usage violations.



Introduction

How do I write data 
to a file using 
FileChannel?



Introduction
● RQ1. Is API misuse prevalent on Stack Overflow?

● RQ2. Are highly voted posts more reliable?

● RQ3. What are the characteristics of API misuse?



API Usage Mining from GitHub
● Insight 1: Mining a Large Code Corpus

○ Contrast  SO snippets with API usage patterns mined from 380K GitHub projects.

○ Code corpus includes 380K GitHub projects with at least 100 revisions and 2 contributors.

● Insight 2: Removing Irrelevant Statements via Program Slicing

○ Perform backward and forward slicing to identify data- and control-dependent statements to an 

API method of interest. 

● Insight 3: Capture the Semantics of API Usage

○ It is important to capture the temporal ordering, enclosing control structures, and appropriate 

guard conditions of API calls. 

● Insight 4: Variations in Guard Conditions

○ GitHub developers may write the same predicate in different ways.



An Empirical Study of API Misuse on Stack Overflow
● Data Set: API Usage Patterns

○ Learn 245 API usage patterns of 100 Java API methods.

○ Manually inspect these patterns.

○ 180 patterns can be confirmed by online documentation.

● Data Set: SO Posts

○ Extract code snippets in the markdown <code> from the SO posts with the 

Java tag.

○ Parse and analyze these snippets using JavaBaker. 

○ Find 217,818 SO posts with code snippets that use the 100 Java API 

methods in our study scope.



An Empirical Study of API Misuse on Stack Overflow
● Developed an automated API misuse detection technique and examine 220K 

SO posts with 180 confirmed patterns.



RQ1. Is API Misuse Prevalent on Stack Overflow?
● 31% of SO posts contain API usage violations.

● Two authors independently inspected 400 SO posts with reported API usage 
violations.

● 289 posts can negatively impact a target program if reused as-is.



RQ2. Are highly voted posts more reliable?
● Highly-voted posts are not necessarily more reliable in terms of correct API 

usage.



RQ3. What are characteristics of API misuse?
● There are three types of API misuse--missing control structures, missing or 

incorrect order of API calls, and incorrect guard conditions. 



ExampleCheck: Checking API Misuse in Stack Overflow using Patterns Mined 
from GitHub



Related Work
● Quality Assessment of Online Code Examples.

○ Prior work has investigated the quality of online code examples from different perspectives.
○ Security, copyright issues, survey to investigate comprehension difficulty of code examples in 

SO.

● API Usage Mining. 
○ There is a large body of literature in mining implicit programming rules, API usage, and 

temporal properties of API calls.



Discussion
● Apresented an API usage mining technique that extracts patterns from over 

380K GitHub projects.
● A large-scale empirical study of API misuse in 220K SO posts.
● A Chrome extension that augments Stack Overflow with API usage patterns 

mined from GitHub.



Discussion
● Threats to Validity. 

○ This study is limited to 100 Java APIs that frequently appear in Stack Overflow and thus may 
not generalize to other Java APIs or different languages. 

○ Scope is limited to code snippets found on Stack Overflow. 
○ Other types of online resources such as programming blogs and other Q&A forums may have 

better curated examples. 
○ ExampleCheck may overlook or mis-identify API misuses.



Doubts?


